AHHOTAIIYSAA PABOYEN TPOT'PAMMBI YYEFHOU JUCHUILIAHBI

NHO®OPMAIIMOHHA A BE3OITACHOCTD

09.02.03. [IporpammupoBaHUE B KOMIIBIOTEPHBIX CUCTEMAX.
Kpanudukanus — TeXHUK-IIPOTPaMMUCT
dopma 00yueHUs: OUHAS

Kypc 4, cemectp 7

Mudp qucuumiuzel no yyeonomy miany OIT.13

Ne Buzpt yueGHO# paboThI ~
3
5]
=
[P
Q
1 Bcero ayautopHsIX 3aHATUI, B TOM 4UCIIEe, Yac. 96
Teoperuueckux 48
IIpaxTnyeckux 48
13 HUX B aKTUBHOW ¥ MHTEPAKTUBHOM (opme, yac. 10
2 CamocrositenbHas paboTa, vac. 52
B TOM YHCJIe KypCOBOH MPOEKT, KypcoBas padora, PI'3,
MOATOTOBKA K KOHTPOJIBHOHN padoTe, qac
3 HroroBas omeHKa 10 3aBEPIICHUIO 3aHITHHA nud.3
aver
Bcero gacos 148

KpaTkas aHHOTaUMS THCIUNIHHBI

OcHoBaHHE I
BBCJICHUS Kypca

Tpebosanust GPI'OC

YCIICIIHOTO  YCBOCHUS
JICHUTUIAHBL (CBSI3H C
JICIUATUTAHAMH,
HPEAIECTBYIOIIMU
JTAHHOMY KYpCY)

Anpecar kypca O0bekTamu POPECCUOHATBHON IESITEIPHOCTH BBIITYCKHUKOB SIBJISTFOTCS:
KOMITBIOTEPHBIE CUCTEMBI;
aBTOMAaTH3UPOBAHHBIC CHCTEMBI 00pa0OTKU HH(GOPMAIIMK U YIPABICHUS;
MpOrpaMMHOE  O0ecliedeHre KOMIIBIOTEPHBIX CHCTeM (TPOrpaMMbl, IMPOTpPaMMHBIE
KOMIUIEKCHI U CHCTEMBI);
MaTeMaTHIecKoe, HHPOPMAITMOHHOE, TEXHUIECKOE, SPTOHOMHUYECKOE, OPTAaHU3AIIMOHHOE 1
paBoBoe oOecreueHne KOMIBIOTEPHBIX CHCTEM;
TIEPBUYHBIE TPYTOBBIC KOJUIEKTHUBEI.
TpeboBanwust JIi1st ycnenmHoTo yCBOSHUS TUCIIUTUIHHBI CTYACHTY HEOOXO0UMO
K Ha4valbHO# | 3HATh:
IOJTOTOBKE, Kypc ¢wusuku, marematukdn W MHOOPMATHKH(CUCTEMBI CUHCICHUS B 00BEME CpemHei
HEOOXOAUMBIE IS | IIKOJIEL

Snpo kypca

1. Ungopmayuonnas bezonachocmos u yposHu ee obecneyenus




1.1. TlonsaTne «nHpOpMATHOHHAS 0€30TTACHOCTH)»
1.2. Cocrapnstontue HHPOPMAIIMOHHOW 0€30TTACHOCTH
1.3. YpoBHHU GopmMupoBaHus pexxuma HHPOPMAITMOHHON 0€301acCHOCTH
1.4. HopmaTuBHO-1IpaBOBbIE OCHOBHI MH(YOpMaLMOHHOH Oe3omacHocTn B PO
1.5. Cranpapthl nHGOpPMAMOHHON Oe3omacHOCTH: «OO0IIUe KPUTSPUUY
1.6. Cranmaptsl HHGOPMALIMOHHOW 0€30M1aCHOCTH PACIPEICIICHHBIX CUCTEM
1.7. Cranpapthl nHGOPMAIIMOHHOW Oe30macHOCTH B PO
1.8. ArMHHUCTpaTUBHBIN YpoBeHb oOecrieueHus: HHYOPMAITMOHHOW 0€301acHOCTH
1.9. Knaccudukanust yrpo3 «uHGOPMAIIMOHHOM 0€30MaCHOCTH
1.10. AHanu3 yrpo3 nHpOPMAaIMOHHON 0€30MMacCHOCTH
2. KomnvlomepHule 8upycwvl U 3aufuma om Hux
2.1. Bupycs kak yrpo3a nHGOPMAIMOHHON 0€301MacHOCTH
2.2. Knaccudurarusi KOMIbIOTEPHBIX BUPYCOB
2.3. XapaKkTepucTHKa «BUPYCOMOIOOHBIX)» MPOTPaMM
2.4. AHTHBUPYCHBIE TIPOTPAMMBI
2.5. IlpomiakTrka KOMIBIOTEPHBIX BUPYCOB
Tema 3. Unpopmayuonnas 6e30nacnocms 8 KOMNbIOMEPHBIX CENAX
3.1. OcobenHoctu obecrieueHUsI HHHOPMAIIMOHHON OE30MACHOCTH B KOMITBIOTEPHBIX CETAX
3.2. CereBble MOAEIM NIEpEAAYM JAHHBIX
3.3. Monenb B3anmoaeicTBUs OTKpBITHIX cucteM OSI/ISO
3.4. Anpecanusi B INI00QTBHBIX CETAX
3.5. Knaccudukanus yaneHHBIX yTpo3 B BEIYUCIATEIBHBIX CETAX
3.6. TuroBsIe yajJeHHbBIE aTaKH M UX XapaKTePHUCTUKA
Tema 4. mexanusmul obecneuenus UHGOPMAUUOHHOU be30NaACHOCHU
4.1. UnenTndukanus U ayTeHTUOUKAITHAS
4.2. Kpunrorpadus u mudpoBaHme
4.3. Metozpl pa3rpaHHueHUe 10CTyIa
4.4. Peructpanys u aygur
4.5. MexceTeBoe SKpaHUPOBAaHUE
4.6. TexHomnorusi BUpTyaibHbIX YacTHBIX cetell (VPN)
IpakTHyeckne 3aHATHSA
[MpakTnyeckas padora 1.
Boccranosnenue 3apakeHHBIX QailiioB
[TpakTudeckas padota 2.
[Ipo¢punakTika TPOHUKHOBEHUS «TPOSHCKUX IPOTPAMM))
[TpakTudeckas padorta 3.
Hacrpotiika 6e3omacHocTH modtoBoro kirenta Outlook Express
[TpakTudeckas padorta 4.
Hacrpoiika napamerpoB ayrenrudukannun Windows 2000 (XP)
[MpakTuyeckas pabora 5.
udpyromas Qaiinosas cucrema EFS n ynpasnenue ceptudukaramu B Windows 2000
(XP)
[MpakTuyeckas pabora 6.
Haznauenme mpaB monp30BaTeled NpH TPOHU3BOJIGHOM YIPABICHHH OCTYIIOM B
Windows 2000 (XP)
[TpakTudeckas padora 7.
Hacrpotiika mapamerpoB perucrpamnuu 1 ayauta B Windows 2000 (XP)
[TpakTudeckas padorta 8.
VYrpasnenue madnonamu 6ezomacHoctd B Windows 2000 (XP)
[MpakTryeckas padora 9.
Hacrpoiika u ucrionbp3oBaHue MexcereBoro skpana 8 Windows 2000 (XP)
[MpakTuyeckas padora 10.
Cospnanne VPN-nonkmoyenus cpeacrsaMu Windows 2000 (XP)

ObecrnieueHue JucnumnHa siBusiercst  6a3oBoit  juis  mucnmmmHbel - Osoka  [IM.1-  PaspabGotka u
HOCTEYIOLUUX aJIMUHUCTPHUPOBaHUE 0a3 TaHHBIX

JHUCIUIUINH

obpa3oBaTeNbHOMI

MPOrPaMMEBI(CBSI3U €

JVCIUIUINHAMH,

CJICYIOLITMHU 3a

JAHHBIM KypCOM

[Ipumenenne OmnwuceiBatoTcss  00pa3oBaTENbHBIE TEXHOJIOTMHM W aKTHBHBIE (DOPMBI  AESATENBHOCTH
COBPEMEHHBIX CTY/ICHTOB, IPUMEHSIEMBIE JUIS IPOBEACHHS 3aHITHI 110 IUCIUTUINHE

00pa3oBaTeNIbHbIX oOydeHue B MailbIX rpynmnax (o0y4eHue B COTpYAHUYECTBE — cooperative learning)




TEXHOJIOT Uil
(MHpOpPMAITMOHHBIX U
MeIarOTHYECKUX

o100p MHANBUAYAIBHBIX 3aJaHAHA Pa3HOTO YPOBHS CI0KHOCTH

AnanTupoBaHHas
oOpa3oBaTenbHas
nporpamma

OOpa3oBarenbHasi MporpaMMa afanTHPOBaHAa Ui OOYYEHHS IJHWI[ C OTPaHHICHHBIMHU
BO3MOKHOCTSIMH 3JIOPOBBSI C YYETOM OCOOCHHOCTEH WX MCHUXO(H3MYECKOrO DPAa3BHUTHS,
WH/IMBUIYAIBHBIX BO3MOXXHOCTCH WM HpPU HEOOXOIMMOCTH OOECIIEYMBAOIIAsl KOPPEKIIUIO
HAPYIICHUIA PA3BUTHUS M COLMATBHYIO aJalTAI[UI0 YKA3aHHBIX JIUIIL.

XapakTepucTHKa
HCIIOJIb3yEMBIX
METOUYECKHX
MaTepHaJIOB

CocraB YMK 1o aucuuiuivee: miaH 3aHSITHNA; METOAUYECKUE PEKOMEHALNHU 110 U3YUESHHIO
JIUCUUIUIMHBI; KOHTPOJIMPYIOIIKNE MaTepHalibl AJIsl TEKYIIEH U MPOMEXKYTOUHOM aTTecTaluuu;
COBETHl IO TMOATOTOBKE K TEKyIIEH M NPOMEKYTOYHOM arTecTalul; METOJIUYECKUe
pa3paboTKK TpemoAaBaTelsi, S3JCKTPOHHBIA Y4YeOHWK, PEKOMEHAAIMH I TIyXHX W
C1a0oCHBIIAIUX M0 padoTe ¢ JIUTEpaTypoOi C HCIIOIF30BAaHMEM KOMITBIOTEPHBIX CPEICTB
pa3BUTHI KOMMYHHKAaTHBHBIX CIOCOOHOCTEH (TpeHakE€p PpYyCCKOTO JKECTOBOTO SI3BIKa,
«CaMOy4HTeIb PYCCKOTO >KECTOBOTO S3BIKa»); (ailibl C pa3fmaTOYHBIMH MaTepHajaMH,
TECTHI M 3aJJaHUS

VYuebHast u yueOHO-
METO/INYEeCKast
JUTepaTypa, UHTEpHET

- pecypchl, pecypChl
OTKPBITOTO AOCTYIIA

OcHoBHasl IUTepaTypa

1. TTapteika T. JI. UHbopmammonHass Ge3omacHOCTh: YueOHoe mocobue / T.JI.
MMapteixa, U.1. Tlonos. - 5-e u3x., nepepad. u porm. - M.: ®opym: HUL] UHOPA-M, 2014. -
432 c.: wi.; http://znanium.com/bookread?2.php?book=420047

2. AGnenoB A. XK., Iponosa I'. A., Tpymnn B. A. CoBpemeHHbIE CHCTEMBI YITpaBICHHs!
MH(POPMALIMOHHO} Oe30MacHOCTHIO : [ydeOHoe nocobue). HoBocrbupek : M3n-8o HI'TY , 2017

(http://virtua.library.nstu.ru/lib/item?id=chamo:23543 1 &theme=NB_NSTU)

JonoJHuTeNbHAS JUTEpPATYpa

1. bBammer IL.H. HWadopmammonnas ©6e3omacHOCcTh.-PocToB Ha J[loHy.
dennkc.,2009, 253 c.

2. 3asropognmii B.M. koMIUiekcHas 3amuTa WHGOPMAIUH B KOMITBIOTEPHBIX
cucteMax: YueoHoe nocodbue. — Jloroc, 2001.

3. Tpymmua B. A. BBeaenme B uH(MOPMAIMOHHYIO O€30MMacHOCTh M 3aIHUTY
nndopmanun. HoBocubupcek: Mzn-so HI'TY , 2017.
http://virtua.library.nstu.ru/lib/item?id=chamo:235435&theme=NB_NSTU

4. Spoukun B.M. MudopmaumonHas Oe3omacHOCTh: YUEOHHK Uit CTYIEHTOB
BYy30B. — M.: Akagemudeckuii npoekt: ['ayneamyc, 2004.

MeToanyeckast JINTepaTypa, HHTEPHET-PeCYPChI, PeCypPchl OTKPBITOr0 A0CTYMA

1. WndopmannonHas 06e300acCHOCTb: SJIEKTPOHHBIN  y4eOHO-METOANYECKUH
KOMIIJIEKC.
http://dispace.edu.nstu.ru/didesk/course/show/7327

2. Mertoandeckne yKazaHUS IUIS CTYACHTOB 3a09HON (OPMBI OOYUEHUS 10 Kypcy
«3ammuTa HHPOPMAITUU U HHTEPHET»

http://metodichka.x-pdf.ru/15bezopasnost/539771-1-metodicheskie-ukazaniya-
dlya-studentov-zaochnoy-formi-obucheniya-kursu-zaschita-informacii-internet-zadaniya-
samostoyatelno.php

3. XopeeB A.A. 3amwurta uMHPOpPMAIMM OT YTEYKH IO TCXHUYCCKUM KaHAJAM.
Yacte 1. «Texuuueckue KkaHanmsl yreukn wuHpopMmamun» / M: TocymapcTBeHHas
TeXHUYECKass komuccus Poccuiickoit ®eneparmm, 1998. http://www.infotecs.ru/qts/ -
CepBep TocymapcTBeHHON TexHUYeckol komuccuu npu llpesunente Poccuiickoit
denepanun.

4. Kacnepckuii E. Kommprorepsie Bupychr, 2003. - DneKTpoHHAsT SHIMKIOTEIHS. -
Pexxum mocTyma Kk SHKIUKIIONeuu: http://www.viruslist.com/viruslistbooks.ntml

MartepuanbHo-
TEXHUYECKOE
obecrieueHne
JVCIUTITHHBI

Oo6opynoBanue Ha3znauenue
[IpeseHranonHoe 060pyI0BaHHE! Jnst mpe3eHTanyu MaTepuaioB y4eOHbIX
(xoMIBIOTED, IPOCKTOP, IKPAH) 3aHATHI
Komrmiext o6opymnoBaHus st opranm3ainuy yaeOHOTo Tporiecca ¢
«Aunamnueckas FMcucrema B JMLAMH, UMEIOIMMH HapYLICHUS CIIyXa
KOMIUIEKTE.

IBM Rational Rose(smuensus aist IIpoexTupoBaHue, peBBIOMPOBAHUE U CO3IaHHUE
BBICIIIMX Y4EOHBIX 3aBE/ICHHH) MIPOTrPaMMHOr0 o0ecreyeHus!




IEJIM X PE3YJIbTATHI OCBOEHW S YYEBHOM JUCHUILIMHBI

TpeooBanuss HI'TY k pe3yJbTatam ocBOeHUS

HUKJI0B JTHCHHUIIJIMH

MMudp u popmyaupoBka komnerenuun ProC

YMeTh

TpeboBaHMs K YMEHUSAM

Komp1, hopMupyembie KoMIIeTeHIINN

Knaccudunuposars yrpossl
nH(pOopMaLMOHHO 6e30macHOCTH
ABTOMATH3MPOBAHHBIX CUCTEM 110 0A30BBIM
NpU3HAKaM;

TIK 2.4 Peann3oBbIBaTh METOIbI u
TEXHOJIOTHH 3alIUTHI HHpOpMANKHU B 0a3aX JaHHBIX

2 | OcymecTBisATh NPOGHUIAKTUKY yrpo3 IIK 3, Ananu3upoBaTh NPOEKTHYI0O U TEXHHUYECKYIO
PAaCKpBITUS HApaMETPOB CHCTEMBI; JOKYMEHTAll{I0 Ha YPOBHE B3aUMOJEHUCTBUS KOMIIOHEHT
IPOrpaMMHOI0 00ecredeHust
3 | OcymuiecTBiIsITh NPOPUIAKTUKY YTPO3 OK.1 [Tonnmarp CyIIHOCTh U COLHMAIBHYIO
HapyIIeHUs KOHQUICHINATBHOCTH, yIPO3 3HAYUMOCTb CBOEH Oymymiel mpodeccuu, MposiBIATh K HEH
HapyIICHNS [EJIOCTHOCTH JaHHBIX; YCTOWYHBBINH HHTEPEC
3HaTh:

TpeboBaHUS K 3HAHUSIM

DopmupyeMBble KOMIETSHITUH

TpeooBanuss ®I'OC k pe3yJbTaTam 0CBOEHHUS

HNUKJI0B THCHHUIIJIMH

Mudp u popmyaupoBka komnerenuun ®ProC

4 | 3HaTh KaK OCYIIECTBIIATH ITOJUTUKH OK1.IToHrMAaTh CYITHOCTh W CONMATBHYIO 3HAUUMOCTD CBOCH
0e30macHOCTH HHOOPMAIIMOHHBIX CHCTEM U Oynymielt mpodeccuu, MPOsBIATh K HEH YCTOWYUBBIN HHTEpEC
MTOHUMAThH Ha3HAUYCHHE OJIUTHK
0e30MacHOCTH;

5 | 3HaTh OCHOBHbBIE TUIIBI OJUTUKU OK2.0pranu3oBeIBaTh COOCTBEHHYIO JCSITEIBHOCTh, BHIOMPATh
0€301acHOCTH JIOCTYIA K JaHHBIM, TUTIOBEIC METOIBI ¥ CIIOCOOBI BHITOTHCHHS
JUCKPCIIMOHHBIC  MAaHIATHBIC TOJTUTHKH; po¢heCCHOHANBHBIX 33124, OLICHUBATh UX 3PPEKTUBHOCTD U

Ka4ecTBO

6 3HaTb TpeOOBaHUS K CHCTEMaM OK3.IIpuHuMaTh peueHys B CTaHAaPTHEIX U HECTaHAAPTHBIX
KpUNTOrpaduIeckoi 3amuTh: CUTYyalMsX U HECTH 32 HUX OTBETCTBEHHOCTh
KpunTorpaduaeckrue TpeOOBaHMSI,

TpeOOBaHUs HAICKHOCTH, TPEOOBAHUS TIO
3amute oT HC/, TpebGoBanus k cpencTBam
pa3paboTKu;

7 3HaTh OCHOBHBIE MEXaHU3MEI OK.9. OpuentupoBaTbcs B yCIOBUSAX YaCTOH CMEHBI
3aKOHOJATEIHHOTO YPOBHS 00ecIeueHHs TEXHOJIOTHH B PO ECCUOHATILHOM e TEIbHOCTH
MHPOPMAITMOHHON 0€30MTaCHOCTH, a TaKKe
3HATh OCHOBHBIC 3aKOHOIATENIbHBIC aKThl PD
B 00J1aCTH 3aIIUTH HHPOPMAIHY;

8 [Tonumath hyHKIMH U Ha3HAYECHUE OK.4.Ocy1iecTBisTh OKCK U UCIIOJIb30BaHUE HHOpMALUH,
CTaH/apTOB MH(MOPMALMOHHOM 0€30MacHOCTH, | HEOOXOAMMOH JuIsl 3P (HEKTHBHOTO BHIIOIHEHHMS
UX POJIb IPU MPOCKTUPOBAHKH U pa3paboTke npodeccroHaNBHBIX 3a/1a4, MPOPEeCCHOHATIBHOTO 1
UH(QOPMALMOHHBIX CUCTEM; JMYHOCTHOTO Pa3BUTHS

? Kpurepuu ouerkn desonacnoctu OK.5. Mcnonb3oBath HHOOPMAIMOHHO-KOMMYHUKAITHOHHBIE
KOMITBIOTEPHBIX cucTeM («OpamkeBas N
KHUTa») CTPYKTYpY TpeGoBaHii TEXHOJIOTHH B IPO(ECCHOHATBHOMN NS TeTbHOCTH
6€30MACHOCTH, KTACCH 3AIMIIEHHOCTHL TIK 2.4 .Peanu3oBbIBaTH METOABI M TEXHOJIOTHUH 3AIATHI

nHpopMaIu B 6a3aX JaHHBIX

10 | OCHOBHBIE TIOJOXKEHUS PYKOBOISIITIX OK.3. [IpuHUMaTh pelieHus B CTAaHAAPTHBIX U HECTAHIAPTHBIX

JAOKYMCHTOB T'ocrexkomuccun Poccun u
KﬂaCCI/I(l)I/IKaIII/IIO ABTOMATU3UPOBAHHBIX
CHUCTCM II0 KJilaCcCaM 3alllMIICHHOCTH,
IMOKa3aTeJin 3alllUIICHHOCTHU CPECICTB
BBIUHCIIMTEIbHOM TEXHUKH OT
HCCAHKIIMOHUPOBAHHOI'O AOCTYIIa

CUTYalMsX U HECTH 32 HUX OTBETCTBEHHOCTh

OK.8. CaMOCTOATENBHO ONPENeNATh 3a1a41
npodeccHoHANBHOTO U IMYHOCTHOTO Pa3BUTHS, 3aHUMAThCS
camM000pa30BaHNEeM, OCO3HAHHO IUIAHWPOBATH ITOBBIILICHHE
KBajupuKanuu

OK.9.0pueHTHpOBaThCS B YCIOBUAX YaCTOM CMEHBI
TEXHOJIOTHI B MPOPECCHOHATBHOMN NEATEIHHOCTH

11

3HaTh KaKk 00eCIIeYnBaTh LEIOCTHOCTE
nHbOpMaITIH

OKS8. CamMoCTOSATEIEHO ONpeNensaTh 3a1a9u
po¢eCCHOHATBHOTO U JINYHOCTHOTO Pa3BUTHS, 3aHUMATHCS
caM000pa30BaHHEM, OCO3HAHHO TUIAHUPOBATD MOBBIIICHHE
KBTH(hUKATTAH




12

OpraHu3aiuio CeTeBoro JA0CTyIa K KaTaaoram
(mankam) B Windows

OKS. Ucnonp3oBaTh HHGOPMAITHOHHO-KOMMYHUKAITMOHHBIE
TEXHOJIOTHH B MPO(ECCHOHANBHON AeITETHHOCTH

13

Anroput™ co3ganus MuppoB

TIK 2.4. Peann30BBIBATE METOABI M TEXHOJIOTHUH 3aIIUTEI
uHpOpMaIUK B 6a3ax JaHHBIX

IIK 3.1. AHanu3upoBaTh NPOEKTHYIO U TEXHUYECKYIO
JIOKyMEHTALMIO HA YPOBHE B3aUMOJICHCTBUS KOMIIOHEHT
MPOrPaMMHOTO 00eCTICUCHUS

14

3HaTh AJITOPUTMbI BOCCTAHOBJICHH A JaHHBIX

[IK 2.4. Peann3oBBIBaTh METOIBI M TEXHOJIOTHH 3AIIITEHI
nHpopMaIu B 6a3ax JaHHBIX

TIK 3.1. AHanM3UpOBATH MPOEKTHYIO ¥ TEXHHUECKYIO
JIOKYMEHTAIHIO Ha YPOBHE B3aUMO/ICHCTBUSI KOMIIOHEHT
MPOrPaMMHOTO 00eCTICUCHUS

NmeTs nonsTue:

15

l.

0 uaeHTUPUKANN U ayTCHTH(PUKAIIN TTPH
BXOJIc B UH(POPMAIHOHHYIO CUCTEMY,
00CII0Ib30BaHUH MAPOJIEHBIX CXEM.
Hepnocrarkax mapoJibHBIX CXEM.

2.

0 uaCHTUDUKAINS U ayTCHTU(DUKAIIN
noJjb3oBarenel, o [IpuMeHeHr IporpaMMHO-
amIapaTHBIX CPENICTB ayTeHTU(PHUKAINN
(cMapT-KapThl, TOKEHBI);

3.

OMOMETPHUYECKUX CPEACTBAX UACHTU(UKAIINN

W ayTCHTU(UKAIMH T0JIH30BaTENCH;

4.

6 ayrenTudukanun cyObeKTOB B
pacrpe/ieIeHHBIX CUCTeMaxX, O mpodaeMax u
pewenusix B cxeme Kerberos;

5.

0 aynuT B MHOPMALIMOHHBIX CUCTEMaX U
(yHKIWMY ¥ HA3HAYECHUH ayIUTa, eT0 POJIH B
obecrneueHnr HHPOPMAITMOHHON
0€301IaCHOCTH;

6.

TIOHSTHE AJIEKTPOHHOU ITUGPOBOI TOIITUCH U
npoueaype GopmupoBaHus MUPPOBOI
TIOJIITHCH;

7.

3aKOHOJATEIBHOM YPOBHE MIPUMCHCHUS
UU(PPOBOH HOIIHKCH;

8.

METOZaX HECUMMETPUIHOTO IU(PPOBAHHUS.
Hcnonp30BaHne HECUMMETPUIHOTO
U poBaHus I 00ECTICUSHUS IIETOCTHOCTH
JAaHHBIX;

9.

0 OCHOBHBIX HOPMATHUBHBIX PYKOBOIAIIIX
JIOKYMEHTaX, KacaroIluecs roCyIapCTBCHHOM
TaifHBI, HOPMATUBHO-CIIPABOYHBIX
JIOKYMCHTAX;

10.

MecTe HHPOPMalMOHHOH 6e3011acHOCTH
9KOHOMHYECKUX CHCTEM B HAITMOHATBHON
0e301aCHOCTH CTPaHbI U KOHIICTIIIH
MHPOPMAITMOHHON 0€30MTaCHOCTH;

11.

cpencTBax obecrieueHUs HHPOPMAITMOHHOM
oe3onacuocty B OC Windows’2000,XP,
pasrpaHWYCHNN TOCTYTIA K JaHHBIM H
TPYIIOBOY TOJIUTUKE;

12.

npumeneHnu daitnosoii cuctembl NTFS st

OK.4.Ocy1iecTBisTh OKCK U UCIIOJIb30BaHUE HHOpMaLuH,
Heo0XxoanMoi 115t 3 (EKTUBHOTO BBIPIIOIHEHHS
npodeccHnoHaTBHBIX 3a1a4, TPOo(hEeCCHOHATHLHOTO U
JIMYHOCTHOTO Pa3BUTH

OK.5.Mcnionp3oBaTh HHPOPMAIIMOHHO-KOMMYHUKAITMOHHBIE
TEXHOJIOTHH B MPO(HECCHOHANBHON AeITETbHOCTH

TIK 2.4.Peann30BBIBATH METOABI M TEXHOIOTHHN 3aIUTEI
nHpopMaIu B 6a3ax JaHHBIX

IIK 3.1.AHanu3upoBaTh NPOEKTHYIO U TEXHUYECKYIO
JOKyMEHTAIMIO Ha yPOBHE B3aUMOACHCTBUSI KOMIIOHEHT
HPOrPaMMHOI0 00ecredeHust

OK.1.IloHuMaTh CyIIHOCTh ¥ COLMANBbHYIO 3HAYUMOCTb CBOEH
Oynyuie mpodeccu, MPOSIBISATH K HEH YCTOINYMBBIA HHTEpEC
OK.2.0Opranmn3oBbIBaTh COOCTBEHHYIO EATEIHHOCTD,
BBIOMPATH TUIIOBBIE METOIBI M CIIOCOOBI BHIITOTHEHHUS
nmpodeccHoHaATBHBIX 3a/a4, OIEHNBATh UX 3()(HEKTHBHOCTH U
Ka4eCcTBO

OK.3.ITpuHNMATE pelIeHus B CTAaHIAPTHBIX U HECTAaHIAPTHBIX
CUTyallMsX W HECTH 32 HUX OTBETCTBEHHOCTH
OK.8.CamMocTOSTeNbHO ONPEeAeITh 3a0a4l
podecCHOHANIBHOTO U IMYHOCTHOTO Pa3BUTHS, 3aHUMAThCS
camM000pa30BaHNEM, OCO3HAHHO INIAHUPOBATH MTOBBIIICHUE
KBajupuKanuu

OK.9.0pueHTupoBaThCs B yCIOBUIX 4YaCTOM CMEHBI
TEXHOJIOTHH B IPO(ECCUOHATILHOM e TEIbHOCTH




obecrnieueHnss THGHOPMAITMOHHON
6e3omacaoctr B Windows NT/2000/XP u
Crmckax KOHTpOJs JocTyma K faHHbM (ACL)
UX POJIA B pa3rpaHHUYCHHUH JOCTYIA K
JTAHHBIM;

13.

npuMeHenuu cpeactB Windows 2000/XP mis
MPEJOTBPALICHUS YTPO3 PACKPBITUS
KOH(HICHIIMATEHOCTH TaHHBIX, O
mmpOBaHUH JaHHBIX U OYHKIUAX U
nasnauyenue EFS;

14.

monp3oBaressix u rpymmnax B OC Windows;
15.

0 OCHOBHBIE 3TaITbl pa3paOdOTKH 3aNTUIIICHHON
CUCTEMBI: OTIPE]ICIICHUE MOTUTHKH
6e3omacHocTy, npoektiupoBanue mozenu VC,
paspabotka xona MC, obecnicueHne rapanTuit
COOTBETCTBUS pealiu3alliy 3aJaHHOM
MOJIUTHUKE 0E30IaCHOCTH;

MPUYMHAX HApYIICHHUs 0€3011acCHOCTH

nHpOpMAIUU TIpH ee 00paboTke
KpHUNTOTPpa(hUIECKIMHU CPEICTBAMM;

17.

MOHSITHH aTaKH Ha CHCTEMY
nH(OpMaLMOHHO 6e3011acHOCTH, 3HATh
0COOCHHOCTH JIOKAJIbHBIX aTakK;

18.
pacrpeaeneHHbIX HHPOPMaIIMOHHBIX
cucTeMax W. yJaJeHHbBIX aTakax Ha
MH()OPMALMOHHYIO CUCTEMY;

19.

KaHaJax Mepeiadn JaHHBIX yTEeUKN
MH(OpMALNK 1 aTaKW Ha KaHAJbI IEPEAadn
JAHHBIX;

20.

(hm3HUeCKUX cpeacTBax 00eCTeUeHUs
uH(OopMaLMOHHO 6e301acHOCTH;
21.

0 DJIEKTPOHHOI MoYTe U 1podieMe
obecrieueHnst 6€30MaCHOCTH MOYTOBBIX
CEpPBHCOB U HX PELICHUSX;

22.

BHpYyCax M MeToax 00pbObl ¢ HUMH,
AHTUBHPYCHBIX IPOrpaMMax M MaKeTax;
23.

MIPOTrPaMMHO-ANIAapPaTHBIX METOAX 3aALIUTHI
MH()OpPMALMOHHBIX pecypcoB B MIHTEepHET
ME>KCETEBBIX SKpaHaX, UX QYHKIHIX U
Ha3HA4YCHHH;

24.
BUPTYaJIbHBIX YyacTHBIX ceTsaX(VPN), ux

(YHKIMAX U Ha3HAYCHUU.




