AHHOTALIMS PABOYEM ITPOI'PAMMBI YUEBHOM JUCIIUITIIMHBI

NHO®OPMAIIMOHHA I BE3OITACHOCTD

09.02.03. [IporpamMmMupoBaHr€ B KOMIBIOTEPHBIX CUCTEMAX.
Kpanudukanust — TeXHUK-IPOrPaMMUCT

dopma 00y4yeHHs: 3a09Has

Kypc 4, cemectp 7,8
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1 Bcero aynuTopHbBIX 3aHSTUH, B TOM | 5 5
quce, 4Jac.
Teopernueckux 3
IIpaxTnyeckux 2 3
W3 HUX B  AKTHUBHOW W
HMHTEPaKTUBHOU (hopme, Jac.
2 CamocrositenbHas paboTa, Jac. 60 78
B TOM YHCJE KypCOBOH IPOEKT,
KypcoBas paborta, PI'3, moarotoBka k
KOHTPOJBHOU padoTe, 9ac
3 HroroBas omeHKa 1Mo 3aBepIICHHUIO | 3a4eT | nud.3
3aHATUH ayer
Bcero wacos 65 83




Kp aTKafd aHHOTaAuusA JHCHUIIIMHbI

OcHoBaHue it TpeboBanuss ®I'OC
BBEJICHHSA Kypca
Anpecar kypca Crynentsl MHCTHTYyTa COUMANBHBIX TEXHOJOTHH H peaOdMIUTAaliH, CTPYKTYPHOTO
nonpaznenenuss [OY BITO HoBocubupckuit rocy1apcTBEHHBIN TEXHUISCKUN YHHUBEPCHUTET,
BBIOpaBIIie 00beKTaMH MPO(HECCHOHATBLHON IEATEITEHOCTH:
KOMITBIOTEPHBIE CHCTEMBI;
aBTOMATH3UPOBAaHHBIC CUCTEMBI 00PaOOTKH MHPOPMAITIH U YIIPABICHUS;
NpoTpaMMHOE  OOeclieueHHe KOMMBIOTEPHBIX CHUCTeM  (IIPOTpamMMbl, MPOTPaMMHEIE
KOMILIECKCHI 1 CHCTEMBI);
MaTeMaTH4YeCKoe, HH)OPMAIIMOHHOE, TEXHUUECKOE, IPrOHOMUYCCKOE, OPTaHH3AIIMOHHOE
TpeboBanus JIJis yCHemHoro yCBOCHUs AUCIUILTUHBI CTYICHTY HEOOXO0IMMO
K Ha4YaJIbHOU 3HaTh:
IOJITOTOBKE, Kypc ¢wusukm, marematuku W WH()OPMATHKH(CUCTEMBI CYHCICHHUS B 00BEME CpemHEH
HEOOXOIUMBIC ISl | IIKOJIBI.
YCIICIITHOTO
YCBOCHHS
JUCTIATUTHHBI
(cBsi3u €
JTUCTIATUTHHAMH,
MIPEIIIECTBYIOIINM
U JaHHOMY Kypcy)
Snpo kypca 1. Unpopmayuonnan 6ezonacnocms u yposHu ee obecnedenus

1.1. Ilonsrue «uHdopmMannoHHas 6€30MaCHOCTH

1.2. Cocrapnsronue HHYOPMAIIMOHHON OE30MACHOCTH

1.3. YpoBHH hopMupoBaHus pexnmMa HHOOPMAIOHHOH 0€30IacHOCTH

1.4. HopmaTuBHO-IIpaBOBbIE OCHOBBI HH(OPMALIMOHHOM Oe3omacHocTy B PO
1.5. Crannaptel nHPOpMaNMOHHOW Oe3omacHOCTH: «OO0IIHe KPUTSPUNY

1.6. CrannapTsl HHPOPMAITMOHHOHN 0€30MTaCHOCTH paclpeIeICHHBIX CUCTEM
1.7. CrannapTsl H”HPOPMAITMOHHOW 6e30macHOCTH B PO

1.8. AIMUHUCTpPATUBHBIN YpoBeHb oOecnieueHuss HHPOPMAITMOHHON 0€301TacCHOCTH
1.9. Knaccudpukanus yrpo3 «nHGOPMAIMOHHON 0€301TaCHOCTHY

1.10. Ananu3 yrpo3 nHGOPMAITMOHHOHN 06€30MacHOCTH

2. KomnviomepHule 8upycbl u 3auyuma om Hux

2.1. Bupycsl kak yrpo3a HH(GOpMaIMoHHON 0€30T1aCHOCTH

2.2. Knaccu¢ukanuusi KOMIBIOTEPHBIX BUPYCOB

2.3. XapakTepucTuka «BUPYCONOAO0OHBIX» TPOTrpaMm

2.4. AHTUBHUpYCHBIE IPOTPAMMBI

2.5. IlpodunakTrka KOMIBIOTEPHBIX BUPYCOB

Tema 3. Ungopmayuonnas 6€30nacHocnsv 8 KOMIbIOMEPHLIX CEeMsX

3.1. OcobennocTH obecriedeHuss THPOPMAITMOHHON 0€30MTaCHOCTH B KOMITBIOTEPHBIX CETSIX
3.2. CeTeBble MOJICTH TTEpeIayM TaHHBIX

3.3. Mogenb B3auMoAecTBHS OTKPHITHIX crcteM OSI/ISO

3.4. Anpecanus B TJI00ATBHBIX CETIX

3.5. Knmaccugukanus yianeHHBIX yTpo3 B BEIYUCIUTEIBHBIX CETAX

3.6. Tunossle yaJleHHbIC aTaKH U UX XapaKTEPUCTUKA

Tema 4. mexanusmvl obecneyenus UHGOPMAYUOHHOU HE30NACHOCU

4.1. Unentudukanys u ayTeHTUUKAUSL

4.2. Kpunrrorpadwust u mudpoBanue

4.3. MeTozs! pasrpaHHYeHHE AOCTYIA

4.4. Peructpanus u ayJut

4.5. MexceTeBoe dSKpaHUPOBaHUE

4.6. TexHnomorust BUPTyanbHBIX YacTHBIX ceTelt (VPN)

IIpakTHyeckue 3aHATHA

o ITpaxTudeckas padora 1.
Boccranosnenue 3apakeHHBIX GailiioB
o ITpakTudeckas padbora 2.

HpO(I)I/IJ'IaKTPIKa MPOHUKHOBCHUS KTPOAHCKUX MTPOTpaMM»




o ITpakTudeckas padora 3.
Hacrpotiika 6e3omacHocTr moutoBoro kiueHta Outlook Express
o IIpaktudeckas padora 4.
Hacrpoiika napamerpoB ayrenrudukannun Windows 2000 (XP)
o [Ipakruyeckas pabdora 5.
HIudpyromas dainosas cucrema EFS u ynpasnenune ceprudukaramu B8 Windows 2000
(XP)
o [Ipakrryeckas padora 6.
Hasnayenwe npaB mnosb3oBaTeneld NIpH IPOM3BOJILHOM YIPABICHUH JOCTYIIOM B
Windows 2000 (XP)
o IIpakTudeckas padora 7.
Hacrpotiika mapamerpoB perucrpamnuu 1 ayauta B Windows 2000 (XP)
o ITpakTudeckas padora 8.
Ympasnenune madnonamu 6ezomacHoctd B Windows 2000 (XP)
o ITpakTudeckas padora 9.
Hacrpoiika 1 ucrionbp3oBaHue MexcereBoro skpana 8 Windows 2000 (XP)
IMpakTuyeckas padora 10.
Cospnanne VPN-nonkmoyenus cpeacreaMu Windows 2000 (XP)

Obecmieuenue
MOCIIEYFOLIHX
JUCLUTITHH
00pa3oBaTeNpHON
IpOrpaMMBbI(CBsI3H
¢ IUCLMIUTHHAMH,
CIIETYIOIIMH 32
JITAaHHBIM KYPCOM)

JucnuminHa — siBisgeTcs 0a30BOW A AMCHMIUIMHBL Onoka IIM.1-
aJIMUHUCTPHPOBaHUE 0a3 TaHHBIX

Pazpabotka wu

[Mpumenenue OnwuceiBaroTcs  00pa3oBaTeNbHBIE TEXHOJOTHM W AaKTHBHBIE (DOPMBI  JIEATCIBHOCTH
COBPEMEHHBIX CTYACHTOB, IPUMEHSIEMBIE JJISl IPOBEICHHUS 3aHATHNA 10 AUCITUTUTIHE
0GpazoBaTeIbHBIX 00y4eHue B MaJbIX Ipynmnax (00y4eHue B COTPYJHUYECTBE — cooperative learning)
TeXHOTOT M noa6op NHAMBKAYANbHbIX 3aaHMIA PA3HOFO YPOBHA CI0XKHOCTU
(mH(DOpPMAITOHHEI
X
MIeTarOTMIECKIX
AnantupoBaHHas OOpa3oBarenbHas HporpaMMa aJanTHPOBaHA Ui OOYYEHHS JIMI C OrPaHUYCHHBIMU
06pasoBaTeIbHAS BO3MOXKHOCTSIMH 3JIOPOBBSI C Y4€TOM OCOOCHHOCTEH MX ICHXO(pHU3MYECKOTO Pa3BUTHS,
nporpaMma HHJMBHyaIbHBIX BO3MOXKHOCTEH M TP HEOOXOAMMOCTH OOecnedYHBaroIasi KOPPEKLUIo
HapyIIEeHUH Pa3BUTHUS U CONUANBHYIO aIaNTaINI0 YKa3aHHBIX JIAII.
XapakrepucTuka CocraB YMK 1o muctmIivHe: IIaH 3aHATHI, METOANYECKAE PEKOMEHIAINH 110 U3yUCHHIO
HCTIONB3YeMbIX JTUCHIUTUIMHBL, KOHTPOJIUPYIOIINE MaTepHaibl I TEKYIeH 1 MPOMEXYTOYHOH aTTecTaluny,
METOTHIECKHX COBETHI 10 NOATOTOBKE K TEKyIeH W MPOMEXKYTOUYHOW aTTeCTalliH; METOIUYECKUe
MATEPHATIOR pa3paboTKM TperogaBaTelnis, SJICKTPOHHBIA YYEOHHWK, PEKOMEHNAIMH I TIyXHX W
CITabOCIHBIIIAIUX 0 PadoTe ¢ JUTEPaTypoOH C HCIIONB30BAaHUEM KOMITBIOTEPHBIX CPEICTB
pa3BUTHS KOMMYHUKATHUBHBIX CIIOCOOHOCTEH (TpeHAXEP PYCCKOTO JKECTOBOTO SI3BIKA,
«CaMOy4HTeIh PYCCKOTO JKECTOBOTO SI3BIKa»); (aillibl ¢ Pa3NaTOYHBIMH MaTCpUATaMHU,
TECTHI U 33J]aHNUs, pa3pabOTaHHbIC C YIETOM CICIM(UKH CTYICHTOB-HHBAIH/IOB
VYueOHast n | OcHOBHas IMTepaTypa
yae6Ho- 1. Mapteika T. JI. Mudopmanmonnas OezonacHocTh: YueOHoe mocobume / T.JL
METOIMYECKAS IMapteixa, .. HOHOB.. - 5-e w3x., nepepad. u norm. - M.: ®opym: HUL UHOPA-M, 2014. -
nTeparypa, 432 c.: mi.; http://znanium.com/bookread2.php?book=420047
2. AbnenoB A. XK., ponona I'. A.,Tpymmun B. A. CoBpeMeHHBIE CHCTEMBI YTPARTICHIS
MHTCPHET- MH(OPMAITOHHOM 0e30NacHOCTHIO : [yaeOHoe riocobre]. Hopocrompek : Mizm-so HITY , 2017
PeCYpChI, peCypChl (http://virtua.library.nstu.ru/lib/item?id=chamo:23543 1 &theme=NB_NSTU)
OTKPBITOTO JonoaHuTeIbHAS JUTEpPaTYypa
Jocryna 1. bammmr II.H. Wadopmammonnas ©Oe3omacHocTs.-PocToB Ha oHy.

®enukc.,2009, 253 c.

2. 3asropoanuii B.M. kommiekcHas 3ammra HHGOPMAlMKM B KOMIIBIOTEPHBIX
cucreMax: YuebHoe nmocodue. — Jloroc, 2001.

3. Tpymun B. A. BBenenue B HH)OpPMAUMOHHYIO 0€30MAaCHOCTH W 3aILUTY
undopmanun. HoBocubupck: Mzn-so HI'TY , 2017.




http://virtua.library.nstu.ru/lib/item?id=chamo:235435&theme=NB_NSTU

KOMIIJICKC.

4. Spoukun B.M. NubopmammonHas Oe30macHOCTh: YYeOHWUK IS CTYIEHTOB
By30B. — M.: Akagemnuecknit npoekt: ['ayneamyc, 2004.
MeToanueckas JINTepaTypa, HHTEPHET-PecyPChl, PeCypchl OTKPBITOro T0CTyNa

1. Nudopmanmonnas 0e30MacHOCTE:

http://dispace.edu.nstu.ru/didesk/course/show/7327

JJIEKTPOHHBIA  Y4eOHO-METOANYCCKHUN

2. Meroanyeckue yKa3aHus JUIsl CTYJCHTOB 3a04HOM ()OPMBI OOYUCHUS 1O KypCy
«3amuTa HHPOPMALIUU U UHTCPHETY
http://metodichka.x-pdf.ru/15bezopasnost/539771-1-metodicheskie-ukazaniya-

dlya-studentov-zaochnoy-formi-obucheniya-kursu-zaschita-informacii-internet-zadaniya-

samostoyatelno.php

Yacre 1.

denepanui.

3. Xopeer A.A. 3amwura MHGOPMAIME OT YTEYKH IO TEXHHYIECKAM KaHAJaM.
«TexHudeckne KaHAIBI
TexHu4yeckass komuccusi Poccuiickoit dDexpepannu,
CepBep T'ocymapcTBeHHOW TexHuueckoil komuccuu npu IIpesunente Poccuiickoii

4. Kacnepckuit E. Komnsrorepsie Bupycel, 2003. - DnekTpoHHast SHIUKIONEIUSL. -
Pexum nocrtyna k sHKIuKIonenuu: http://www.viruslist.com/viruslistbooks.ntml

yreukn uHpopManmu» / M: TocymapcTBeHHas
1998. http://www.infotecs.ru/qts/ -

MarepuanbHo- Ob6opynoBanue Ha3znauenue
TEXHHUYECKOE Ipe3enTanuonHoe 060pynOBaHHE: Jliist mpe3eHTauy MaTepuanoB
obecrieyeHue (KOMITBIOTED, IPOEKTOP, IKPAH) y4eOHBIX 3aHATHH

FMcucreMa B KOMIIJIEKTE.

KomrmnekTt o6opynoBanus «JluHamudeckas

s opranmsanmu yaeOHOTO
nporecca ¢ JIMIAMU, HMEIOIMH
HapyLEHNs clIyXa

y4eOHBIX 3aBEIICHUH)

IBM Rational Rose(sumien3ust as1s BBICIIAX

IIpoextupoBanue,
PEBBIOMPOBAHNE U CO3/IaHHE
MIPOrPaMMHOTO O0eCTICUEHUS

IEJIU U PE3YJIbTATHI OCBOEHUS YUEBHOM JUCIIUILINHBI

Tpeoosanna HI'TY k pe3yiabTataMm ocBOeHHS
IHMKJI0B AU CHUILINH

Mndp n popmyanposka komnerenunn PIrocC

YMeTh

TpeboBanus K yMEHUSIM

Konbl, popmupyemple KOMIETEHIIMT

Knaccuduimposats yrpo3sl
MHPOPMAITMOHHOK 0€30MacHOCTH
ABTOMATH3MPOBAHHBIX CUCTEM IO 0A30BBIM
NpU3HAKaM;

IIK 2.4 Peanu3oBrIBaTh METO/IbI 171
TEXHOJIOTHH 3alIUThI HHpOpMANKU B 0a3aX JaHHBIX

2 | OcymecTBIATh MPOPUIAKTHKY YTPO3
PACKPBITHS [TapaMeTPOB CHCTEMBI;

IIK 3, Amgamm3upoBaTh TPOCKTHYI0O M TEXHHYECKYIO
JOKYMEHTAIlMI0 Ha YPOBHE B3aMMOJCHCTBUS KOMIIOHEHT
MPOrPaMMHOTO 00eCTICUCHUS

3 | OcymecTBiIsATh IPOPHIAKTHKY YTPO3
HapyIIeHHUs KOH(PUICHINAIbLHOCTH, yIpo3
HapyIICHHS 1IeJIOCTHOCTH JaHHBIX;

OK.1 [loHuMarh CyIIHOCTh U COLHUAJIBHYIO
3HAYMMOCTh CBOEU Oyaymiedl mpodeccuu, HpOSBIATh K HEH
YCTOMUUBBINA HHTEpEC

3HaTh:

TpeboBaHusI K 3HAHUSIM

DopMupyeMble KOMIETEHIIUH

Tpe6oBannsa ®I'OC k pe3yJbTaTaM 0CBOCHHSA
IHMKJI0B AU CHUILINH

Mnudp n popmyanposka komnerenunn PIrocC

4 | 3HaTh KaK OCYIIECTBIISTh MOJIUTHKA
6€30MacHOCTH HH(POPMAIIMOHHBIX CUCTEM H
[IOHUMATh Ha3HAYCHHUE IOJIUTUK
0e30MacHOCTH;

OK1.IloHuMaTh CyIIHOCTb U COLUATbHYIO 3HAYUUMOCTb CBOCH
Oynyuie mpodeccu, MPOSIBISATH K HEH YCTOINYMBBIA HHTEpEC

5 3HaTh OCHOBHBIC THIIBI TIOJINTHKH
0e30MMacHOCTH JA0CTyla K JaHHBIM,
JUCKPCINOHHBIC 1 MAHJIATHBIC ITOJIMTUKH,

OK2.0prann3oBeIBaTh COOCTBEHHYIO JCSITEIHHOCTh, BRIOUPATH
TUIOBBIE METO/IbI ¥ CLIOCOOBI BBIMOTHEHHS
npodeccnoHaTbHBIX 337124, OIIEHUBATh WX () (PEKTUBHOCTD U
Ka4eCTBO

6 3HaTh TpeOOBaHUS K CCTEMaM
KpHUNTOrpaduuecKoi 3aiuThl:

OK3.[IpuHNMATh penieHns B CTaHAaPTHRIX M HECTaHAAPTHBIX
CUTYallMsIX W HECTH 32 HUX OTBETCTBEHHOCTh




KpunTorpaduaeckne TpeOOBaHMSI,
TpeOOBaHU HAIEKHOCTH, TPEOOBAHUS TIO
3amute oT HC/, TpebGoBanus k cpencTBam
pa3paboTKH;

7 3HaTh OCHOBHbIE MEXaHU3MbI
3aKOHOJIATEIILHOTO YPOBHS 00CCICUCHUs .
N OK.9. OpueHTHpOBaTHCS B YCIOBUAX YaCTOM CMEHBI
UH(POPMALMOHHOW 0€30MaCHOCTH, a TAKKE N .
TEXHOJIOTHH B MPOECCUOHANBHON eI TEIBHOCTU
3HATh OCHOBHBIC 3aKOHOIATENIbHBIC aKThl PD
B 00J1aCTH 3aIIUTH HHPOPMALIHK;
8 [Tonnmath hyHKIMH ¥ Ha3HAYCHUE
. OK.4.0Ocy1iecTBisTh OKCK U UCIIOJIb30BaHUE HH(OpMALUH,
CTaHAapTOB HH()OPMAIIMOHHON OE30MTaCHOCTH, N
Heo0X0uMOoM 11 3¢ (HEKTHBHOTO BBITIOTHEHHS
WX POJIb IPU IPOEKTHPOBAHHUH U pa3padoTKe
npodeccHnoHaBHBIX 3a7a4, TPOo(hEeCCHOHATHLHOTO U
MHQOPMALTHOHHBIX CHCTEM;
JIMYHOCTHOTO Pa3BUTH
9 Kpurepun onenkn 6e30macHOCTH
pHTep 1 OK.5. Mcnonb3oBath HHOOPMAIMOHHO-KOMMYHUKAITHOHHBIE
KOMITBIOTEPHBIX cucTeM («OpamxkeBas N
o TEXHOJIOTHH B MPO(HECCHOHANBHON AeITETbHOCTH
KHHTA») CTPYKTYpy TpeOoBaHUH
TIK 2.4.Peann30BBIBATH METOABI M TEXHOIOTHH 3aIUTHI
0€30MaCHOCTH, KJIACCHI 3AIUIICHHOCTH;
uHpOpMauK B 6a3ax JaHHBIX
10 | OcHOBHBIE MOJOXKEHUS PYKOBOISLINX OK.3. IIpuHuMaTh pelieHus B CTaHAAPTHBIX U HECTAHIAPTHBIX
nokyMeHToB ['octexxkomuccuu Poccrnu u CUTYyAIlMSX U HECTHU 32 HAX OTBETCTBCHHOCTh
Knaccuukaruio aBToMaTu3upOBaHHBIX OK.8. CamocTosTeNnbHO ONPENENITh 3a1a4l
CHUCTEM I10 KJIacCaM 3alMIICHHOCTH, IPO(PECCUOHANBHOTO U JINYHOCTHOTO PAa3BUTHUS, 3aHUMATHCSI
TIOKA3aTeNH 3aIIUIICHHOCTH CPEICTB camMo00pa3oBaHNEM, OCO3HAHHO TUIAHMPOBATDH TOBBIIIICHHE
BBIYUCITUTEIHHON TEXHUKU OT KBaH(pUKanu
HECaHKIIMOHUPOBAHHOTO JOCTYIIA OK.9.0preHTHpOBaThLCS B YCIOBHSIX 9aCTON CMEHBI
TEXHOJIOTHI B MPOPECCHOHATBHON NEATEIHHOCTH
11 | 3HaTh Kak 00eCIeYnBaTh IIETOCTHOCTH OKS8. CaMOoCTOSTEIEHO ONpenensaTh 3a1a91
nHPOPMALTIT po¢eCCHOHANBHOTO U JINYHOCTHOTO PAa3BUTHS, 3aHUMATHCS
camMo00pa3oBaHIEM, OCO3HAHHO IIAHUPOBATDH TOBBIIIICHHUE
KBajuuKanuu
12| Opranuzaiuio ceTeBoro 0CTyna K Karajoram | OKS. Kcrosb30BaTh HHYOPMALHOHHO-KOMMYHHKALIHOHHBIC
(narikam) B Windows TEXHOJIOTUH B IPOPECCHOHATIBHOM e TENbHOCTI
13 TIK 2.4. Peann30BBIBATEL METOABI M TEXHOJIOTHUH 3AIIUTHI
nHpopMaIu B 6a3ax JaHHBIX
Anroput™ co3faHus MUppPOB TIK 3.1. AHanTM3UpPOBATh MPOESKTHYIO ¥ TEXHHUECKYIO
JOKYMEHTAIMIO Ha YPOBHE B3aNMOACHCTBHSI KOMIIOHEHT
MPOrPaMMHOTO 00eCTICUCHUS
14 [IK 2.4. Peann3oBBIBaTh METOIBI 1 TEXHOJIOTHH 3AITHTHI
nHpOpMaIu B 6a3ax JaHHBIX
3HaTh adrOpPUTMbl BOCCTAHOBJICHUS JaHHBIX TIK 3.1. AHanM3UpOBaTh MPOEKTHYIO ¥ TEXHHUECKYIO
JIOKYMCHTAIMIO Ha YPOBHE B3aUMOJCHCTBHSI KOMIIOHCHT
MPOTPAMMHOTO 00ECTICUCHUS
MNmetp nonsTHe:
15 OK.4.Ocy1iecTBisTh OKCK U UCIIOJIb30BaHUE HHOpMaLuH,

0 nieHTHUKALUY U ayTeHTU(PHUKALUH TPU
BX0JI¢ B HH(OPMALIMOHHYIO CUCTEMY,
00CTI0JIb30BaHHUH MAPOJILHBIX CXEM.
HenocraTkax mapoJbHBIX CXeM.

0 uaeHTUUKANSA U Ay TCHTHPUKAITTN
nosib3oBarenei, o [I[puMeHeHnn nporpaMmMHo-
amIapaTHBIX CPEICTB ayTeHTU(PUKAINN
(cMapT-KapThl, TOKEHBI);

6I/IOMCTpI/I‘-I€CKI/IX CpeacTBax I/I,Z[GHTI/I(l)I/IKaHI/II/I
u ayTCHTI/I(l)I/IKaIII/II/I HOJ'II)3OBE[TCJ'ICI71;

6 ayrenTuduKanun cyObEKTOB B
pacrpeielIeHHbIX CUCTeMax, 0 mpolnemMax u
pemrenusx B cxeme Kerberos;

HEoOXoUMOM 71t 3 (HEKTUBHOTO BBIPIIOTHEHUS

PO ECCUOHANBHBIX 3a/1a4, TPOPECCHOHANTBHOTO U
JIMYHOCTHOTO Pa3BUTHS

OK.5.Mcnionp3oBaTh HHPOPMAITMOHHO-KOMMYHHUKAITMOHHBIE
TEXHOJIOTHH B MPO(ECCHOHANBHON AeITETbHOCTH

TIK 2.4.Peann30BBIBaTH METOABI M TEXHOIOTHH 3aIUTEI
nHpopMaIu B 6a3axX JaHHBIX

TIK 3.1.AHanu3upoBaTh IPOEKTHYIO M TEXHUUECKYIO
JOKYMEHTAIMIO Ha YPOBHE B3aUMOACHCTBHS KOMIOHEHT
HPOrPaMMHOI0 00ecredeHust

OK.1.IloHuMaTh CyIIHOCTh ¥ COLMANBbHYIO 3HAYUMOCTb CBOEH
Oynyuie mpodeccu, MPOSIBIISATH K HEH YCTONYMBBIA HHTEpEC
OK.2.0pranu3oBbIBaTh COOCTBEHHYIO AESATEIHHOCTD,
BBIOUPATh TUIIOBBIC METOIBI M CIIOCOOBI BBITOJTHCHUS
npo(eCCUOHANBHBIX 3/1a4, OLICHUBATh UX Y3(PPEKTHBHOCTH U
Ka4eCcTBO

OK.3.ITpuHNMATh penIeHus B CTAaHIAPTHBIX U HECTAaHIAPTHBIX




0 ayaut B MHQOPMAIIMOHHBIX CHCTEMaX U
(GyHKUMH ¥ HA3HAYCHUH ayIUTa, €ro POJIH B
obecrneueHnr HHPOPMAITMOHHON
0e30MacHOCTH;

MOHSATHUE IEKTPOHHON IIU(YPOBOI MOAMTUCH U
nporenype GopMupoBaHus TUPPOBOU
TIOJIITHCH;

3aKOHOJIATEIbHOM YPOBHE IIPUMEHEHHSI
U (POBOH TIOIITUCH;

METO/IaX HECUMMETPUYHOTO IU(PPOBAHHUSI.
Hcnonp3oBaHre HECUMMETPHYHOTO
mUpoBaHus I 00ECTIEUSHUS IIETOCTHOCTH
JIAHHBIX;

0 OCHOBHBIX HOPMATUBHBIX PYKOBOAAIINUX
JOKYMCHTAax, Kacaromuecs FOC}’HapCTBCHHOﬁ
TaﬁHLI, HOPMATUBHO-CIIPABOYHbBIX
JAOKYMCHTax;

MecTe MHPOPMAIMOHHOW 0€30MacHOCTH
IKOHOMHYECKHX CUCTEM B HAI[HOHAJIBHOU
0€30MaCHOCTH CTPAHbI U KOHIETIHN
MHPOPMAITMOHHON 0€30MTaCHOCTH;

cpezcTBax obecneueHus HHHOPMAIHOHHOU
6e3omacuoctr B OC Windows’2000,XP,
pasrpaHUyYeHUH JOCTYIIA K TAHHBIM U
TPYIIOBOM MOJIUTHKE;

npuMeHeHnd (painoBoit cucteMbl NTFS st
obecrnieueHnss nHHOPMAITMOHHON
6e3omacaoctr B Windows NT/2000/XP u
Crmckax kKoHTpous qoctyna k nanasiM (ACL)
UX POJIM B pa3rpaHUueHUH JOCTyIa K
JIAHHBIM;

npuMeHenuu cpeactBs Windows 2000/XP s
MPEJOTBPALICHUS YTPO3 PACKPBITUS
KOH(HICHIIMATEHOCTH TaHHBIX, O
mdpoBaHuK JaHHBIX 1 OYHKIUAX U
nasnayenue EFS;

nosib3oBaressix U rpymmax B OC Windows;

0 OCHOBHBIE 3TaITbl pa3pabOTKU 3aNTUIIICHHOM
CHCTEMBI: OTIPEJICIIEHUE TTOTUTHKH
6e3omacHocTy, npoekruposanue moxaenu MC,
paspabotka xona MC, obecnicueHue rapanTuit
COOTBETCTBHS PealIM3alny 3aJaHHON
MOJIMTHKE 0E3011acHOCTH;

MPUYMHAX HAPYIICHUs OE30MaCHOCTH
nHpOpMaIMU TIpH ee 00paboTke
KpUNTOrpaduuecKMMHU CpeCTBAMH;

MOHSTHH aTaKH Ha CHCTEMY
MHPOPMAITMOHHOK 0€30MMacHOCTH, 3HATh
0COOEHHOCTH JIOKAJIbHBIX aTaK;

pacnpeacaCHHbIX I/IH(i)OpMaIII/IOHHI)IX
CHUCTEMAX H. YIAJICHHBIX aTaKaX Ha

CUTYalUsIX U HECTH 32 HUX OTBETCTBEHHOCTb
OK.8.CaMOoCTOATEIEHO ONpenensaTh 3a1a9u
npo(heCcCHOHANBHOTO U IMYHOCTHOTO PA3BUTHS, 3aHUMAThCS
camM000pa30BaHNEM, OCO3HAHHO IUIAHUPOBATH ITOBBIILICHUE
KBajupuKanuu

OK.9.0pueHTHpOBaThCS B YCIOBUAX YaCTOM CMEHBI
TEXHOJIOTHH B PO ECCUOHATILHOM e TEIbHOCTH




HH()OPMAIMOHHYIO CHCTEMY;

KaHaJlax nepeaadn JaHHbIX YTCYKN
I/IH(i)OpMaHI/II/I 1 aTaK1 Ha KaHaJbl riepeaauun
JAaHHBIX;

(u3NYeCKUX CpeaCTBaX 00CCICUCHUS
MH(POPMAIIMOHHOM OE30MaCHOCTH;

0 SJIEKTPOHHOM Mo4Te U MpodIeMe
obecrieueHusT 6€30IaCHOCTH IOYTOBBIX
CEPBHCOB U MX PEIICHHSIX;

BHpYyCax M MeTo/1ax 00pbObI ¢ HUMH,
AHTUBUPYCHBIX POrpaMMax M MaKeTax;

IIPOrpaMMHO-aINIapaTHbIX METOIax 3alUThI
MH(OpPMaLMOHHBIX pecypcoB B IHTepHET
MEXXCETEBBIX DKpaHax, UX QyHKLIUIX U
Ha3HAYCHUH;

BUPTYaJbHBIX 9acTHBIX ceTax(VPN), nx
(GYHKUHMSX U HA3HAYCHUU.




