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«HoBocuOupckuii rocy1apcTBEHHBIH TEXHUUECKHH YHUBEPCUTET
Kadenpa aBToHOMHBIX HH()OPMALIMOHHBIX U YIPABISIOUIUX CUCTEM

IHacnopr
pPac4yeTHO-rpa(UIECKOro 3aJaHust

110 JUCHUIIIIMHEC «MCTO,I[BI HpOTI/IBO,I[eI\/'ICTBI/IH TEXHUYCCKHUM pa3BCAKaM)», 8 CEMECTP

1. MeToanka oneHKH

B pamkax pacuetHOo-rpaduueckoro 3amaHusi (pa®oTbl) MO JUCLUIUIMHE CTYAEHTHI
U3YYUTh KaHAJIbl yT€YKH WH(GOpPMAIMM M Mephl MPOTUBOACUCTBHS moTepe HH(pOpManmuu u
MaTEepUaIbHBIX LICHHOCTEH.

[Ipy BBINOJIHEHUH pPACUYETHO-TPAPUUECKOTO 33JaHUSI CTYACHTHI JIOJKHBI IPOBECTH
aHaM3  TEKyLleH CcUTyallud  paccMaTpuUBaeMoOro  BoIpoca  pa3paboTaTh  aJfOPUTM
POTHBOICHCTBUS, BRIOPATh annapaTHBIE CPECTBA.

Ob6s3atenbHble  cTpykTypHble dactu PI3. 1. BBemenue (paccMOTpeHHE TEKYILEro
coctosiHUs Bompoca). 2. Iloctpoenue monenu HapymuTens (ONpeAesieHre KaHaia YTEuku). 3.
[TocTpoeHne Mopaenu MPOTUBOACUCTBUA (pa3paboTkKa amnmnapaTHO-aAMUHUCTPATUBHBIX MeET
NpOTUBOCHCTBHS yreuke wuHpopMmarmu). 4. OmnpeneneHue >PQPEKTUBHOCTH IPOBEICHHBIX
MEpPENMPHUSITUM.

OnenuBaemble no3unuu: OIEeHMBAeTCd KAadeCTBO M IIOJHOTA BBIIOJHEHUS KaXKIOH
coctaBHO# yactu PI'3 u Bceit paboThI B 1Ie7I0M.

2. Kputepuu oleHKH.

* PaGoTa cunraercst He BbINOJIHEHHOM, €M BBIIOJIHEHBI HEe Bce yacTu P13, orcyTcTBYIOT
2e u 6osee 1uOO0 BBIMOIHEHA BCETO 0/1HA 00sA3aTeNbHasl CTPYKTYpHAs 4acTh, OLIEHKA COCTABIISAET
2 Ganna.

*» PaGoTa cuntaercs BRIIOJHEHHOW HA MOPOrOBOM YPOBHE, €CJIH BHITIOJTHEHBI HE BCE YaCTH
PI'3, oTcyrcTBYIOT He OoJiee OAHOM 00s3aTeIbHOM CTPYKTYPHOM YaCTH U OCTaJIbHBIE BHIITOJHEHBI
dbopMasibHO (IPUCYTCTBYIOT HEJIOUETHI, TIPH 3aIIUTE CTYACHT IyTAETCs B TEPMUHAX U
OTIpeIeNIeHusIX ), OLIEHKa COCTaBIIsIeT S5 OayIoB.

* PabGora cuntaercs BBHIIOJIHEHHOW Ha 6a30BOM ypOBHE, €CJIM BhINOIHEHBI Bce yactu PI'3, He
Oosee oaHOM 00s3aTEIPHON YacTH BHINOIHEHO (POpMaibHO (IPUCYTCTBYIOT HEAOUYETHI, PU
3alUTe CTY/AEHT IyTaeTCsl B TEPMUHAX U OIpeJIeNIeHUsX ), olleHKa coctanister 10 Oannos.

* PaboTa cuntaercs BRIIOJHEHHOW HA MPOJABUHYTOM YPOBHE, €CITH BBITIOJIHEHBI BCE YaCTH
PI'3, Bce 00s13aTeNIbHON YacTH BBIMOJIHEHO 0€3 3aMeuaHuii (HeoueThl B paboTe OTCYTCTBYIOT,
IIPU 3aIUTE CTYACHT YBEPEH B TEPMUHAX U ONPEJEIICHUSX ), OIEHKa cocTaBisieT 15 Oamos.

3. HIkaJuaa oueHkun
B oOmie#t ornenke mo gucruminHe 6ambl 3a PI'3 yuuTheiBatoTCs B COOTBETCTBHH C MpaBUIIaMU
0aJUTbHO-PEUTUHTOBOW CHCTEMBI, IPUBEIEHHBIMU B paboueil mporpaMme TUCIHUITITUHBI.

4. TlpumepHblii nepeyensb Tem PI'3
1. PazpaboTka npeanoxeHuit mo 3amuTe KOHQUACHINAIBHONW peueBoi HH(POpMAIMU OT ChEMa C
BOJIOKOHHO-ONTUYECKUX JIUHUH CBSI3U.

2. Pa3pa60TKa MMPpOrpaMMHO-aIIIapaTHOTO KOMIUICKCA MO M3YUYCHUIO XapAKTCPUCTUK U METOJOB
MAaCKHUpPOBaHUA PCUYCBbIX CUTHAJIOB.



3. Pa3paboTka mpemIoKeHUIl MO BBIOOPY TEXHUYECKHX CPEJICTB CHUCTEMbI KOHTPOJIS U
yIpaBiIeHUS JOCTYIIOM IS 3aIUTHI HHPOPMAIUH IPEATPUSATHS.

4. PazpaboTka npeyioKeHUH 110 HHKEHEPHO-TEXHUUECKON 3alMTe HHPOPMAIIUH TIPEITIPUATHUS C
pacrpeieIEHHOW TePPUTOPUATILHON CTPYKTYPOIA.

5. Pa3paboTtka npeioxenuit o 3amute nanubix B PLC-cetsx.

6. Pa3paboTka MeToma 3ammMThl IpapUyecKUX H300paKEHHWH OT BCTPaMBaHHs BPEIOHOCHOM
UH(POPMALIUU CTEraHOTpapUUECKUMH CPECTBAMHU.

7. Pa3pa60TI<a MCTOAHKHU 3allIUThI IICPCOHATIBHBIX JaHHBIX HA IPEANIPUATHN U €€ p€ain3anus.

8. Pa3paborka Meromukm aHanmza 3ammmieHHoctd  CYBJ]  cucTteM  3lEKTpPOHHOTO
JTOKyMeHT0000poTa 0T SQL-UHBEKITUH.

9. Pa3paboTka JEMOHCTPAIIMOHHONH MOJEIH BOJOKOHHOTO aKyCTOONTHYECKOTO TEXHHYECKOTO
KaHaja yTeukd HHPOpMAIIIH.

10. Pa3paboTka aHainu3zaropa HACTPOEK OE30MACHOCTH Y3JIOB JOKAIBHOM CETH.
11. Pa3paboTka MeTo/1a HU3KOYPOBHEBOT'O KOHTPOJIS IIEJIOCTHOCTH CHCTEMHBIX (DaiiiioB.

12. Pa3paboTrka crmoco6a 3amuTsl WHGOPMALKUU Ui OCTYNa B KOMITBIOTEPHYIO CHCTEMY OT
YTEUKH 10 ONTUYECKOMY KaHAIy.

13. TlocTpoeHue cHCTEMBbI KOHTPOJS (U3MYECKOTO JOCTYIA TOCTOPOHHHUX JIHMII C TTOMOIIBIO
CPE/CTB OXPAHHOTO TEJIICBUJICHUSI.

14. Pa3zpaboTka MOIyssi OOHAPY>KEHUSI BPEAOHOCHOTO MPOrPAaMMHOTO OOECIICUEHHS] B CETEBOM
TpaduKe 1o CUTHATYpaM.

15. Pa3paboTka criocob6a oOHapyKeHHsI U IPOTHBOICHCTBUS atakam Tria ARP-spoofing.

16. Pa3pa60TKa HpCI[J'IO)KCHI/Iﬁ 10 HCIOJIb30BAHUIO IIPOTOKOJIOB obecreyeHrsT aHOHUMHOCTH
a0OHEHTOB CBSI3H B KOMIIBIOTCPHBIX CCTAX.

17. Pa3paboTka MoJeiau pe3epBHOTO KOMIUIEKCA [UIsl yHpaBlieHUsT OaHKOM B KPHU3UCHBIX
CUTYaITUsX.

18. Pa3paboTka yruauTsl 00 ycKauy mporpamMmm, HalmMCaHHBIX HAa CKPUITOBBIX SI3bIKAX.

19. Pa3zpaboTka MeTroga M NPOrpaMMHOrO CpeiacTBa JAeo0dyckanuu o00dyCIMpOBaHHBIX
IPOTPaMM.

20. PazpaboTka mpenIoKeHUM MO 3allUTEe KOPIOPATHBHON CETH HAa OCHOBE MEXCETEBOTO
SKpPaHUPOBAHUS.

21. Pa3paboTka NpeIIOXKEHUN MO NPOBEACHHUIO ayAuTa HH(DOpMAMOHHOW O0€30macHOCTH
UH(POPMALIMOHHO-BBIYHCIUTENIBHBIX CUCTEM OpraHu3aluil (PMHAHCOBO-KPEIUTHOH chepbl.

22. Pa3paboTka  mpenyoKeHUH MO  3alUTe  MYJbTUMEAUNHONW  NpPOAYKUUH  OT
HECAaHKIIMOHUPOBAHHOTO KOMMPOBAHUS.

23. PazpaboTka MOIyJisi OLIGHKHM COOTBETCTBUS OanaHcupoBliMka Harpysku BIG-IP
TpeGoBaHUAM 0€30IaCHOCTH.

24. PazpaboTka MEXaHU3MOB 3alIUThl HMHQOPMAIMOHHOTO TMOpTajga JUisi OpraHoB
roCyJapCTBEHHOM BJIACTH.

25. ABromaruzanus HMCCIEeIOBaHUM 3alMIEHHOCTH 00beKTa MHGOpMaTH3alUU OT YTEYKU IO
KaHaJlaM aKyCTOJIEKTPHUECKUX Mpeodpa3oBaTeneil.

26. Opraau3zanus CIEHpPOBEPOK 3aMIUIIAEMOTO MOMEIICHHUS C MCIOJb30BaHUEM HETMHEHHBIX
PaaNoOIOKaTOPOB.



27. Pa3paboTKka MpeAoxeHU MO OpraHU3alMH 3alIUThl KOH(UACHIUAIBHBIX TEPETOBOPOB B
HEOOOPYZAOBaHHOM ITOMEILEHHUH.

28. Ananu3 croco00B OIEHKH 3alIMIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM B COOTBETCTBUH C
noxkymentamu @CTIK Poccuu.

29. CpaBHUTENBHBIA aHAIM3 TMPOTOKOJIOB, HUCIOIB3YEMBIX [UISl TOCTPOSHUS 3alIWIIECHHBIX
(dacTHBIX) BUpTyaIbHBIX ceTeit (VPN).

30. MonenupoBaHue 3alIUIIEHHBIX (YaCTHBIX) BUPTYAJIbHBIX CETEH C MOMOILBIO IPOrpPaMMBI
Cisco Packet Tracer.

31. CpaBHHUTEIbHBII aHAIN3 CUCTEM OOHAPY>KEHHSI U TPEJOTBPAILICHUS KOMIIBIOTEPHBIX aTaK.

32. MoaenupoBaHue MPOIECCOB MEXKCETEBOTO SKPAHUPOBAHUS JIOKAJIBHOM BBIYMCIUTEILHOM
cetH ¢ momotisio mporpammel Cisco Packet Tracer.

33. OneHka 3alIMIIEHHOCTH MEXCETEBBIX SKPaHOB B COOTBETCTBUHU € JokymeHTamun PCTIOK
Poccun.

34. Anaim3 yrpo3 arak Ha KJIMEHTOB B AaBTOMAaTU3MPOBAHHBIX CHCTEMax M METOJOB
IIPOTUBOJICHCTBUS UM.

35. MO,I[GJ'II/IpOBaHI/Ie IMpoHecCCOB 3alllUThI B JIOKAJIbHON BBIYMCIMTEILHOM CETH opraHusanuu ¢
BHCIIHUM JOCTYIIOM B CETh I/IHTepHeT.

36. Pa3paboTka mpenioXKEHH MO MPOTUBOACUCTBUIO JIECTPYKTUBHBIM HH(GOPMAIMOHHBIM
BO3JICUCTBUSM B COITUATBHBIX CETSX.

37. Pa3zpaboTka npesiokeHu 0 KOHTEHT-aHATN3y JaHHBIX COLUATbHBIX CETEH.

38. Pa3paboTka MHOTOMOJOCHOW INKajdbl MJIS aHajdu3a TOHAJIBHOCTH TEKCTOB B 3a/adax
nH(pOpMaIMOHHOM 0€30IMacHOCTH.



