denepanbHOE TOCYAApPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE YUPEXKICHUE
BBICIIIET0 00pa30BaHUs
«HoBocubupckuii rocy1apcTBeHHBIA TEXHUYECKUH YHHUBEPCUTET)

Kadenpa 3amutsr uupopmanuu

IHacnopr 3x3amena
IO JUCIHHUITIINHE «be30macHoCTb U 3almuTa I/IH(l)OpMalll/ll/l B l/lH(l)OpMalll/IOHHI)IX CHUCTEMAX),
3 cemecTp

1. MeTtoauka oneHKHn

DK3aMeH MPOBOJUTCS B YCTHOM (IUcbMeHHOM) dopme, 1o 6uieram. buner popmupyercs o
CIICAYIOIIEMY MPABIITY: TIEPBBII BOIIPOC BRIOMPAETCS U3 Mana3oHa BOnpocoB oT 1 1o 15-ro, BTopoit
BONPOC W3 JWamna3oHa BOMPOCOB 16-27 (CIHMCOK BOMPOCOB MpHUBENEH HUXKE). B xome sk3ameHa
[IpenoJaBaTelib BIIPABE 33/1aBaTh CTYIEHTY JIOTOJIHUTENIbHBIE BOIIPOCHI U3 O0IIEro nepeuns (Ii. 4).

dDopma Gunera i 3aUera

HOBOCHBUPCKUI TOCYJAPCTBEHHBINM TEXHUYECKUI YHUBEPCUTET

®akynerer ABTO
bujger Ne
K 3a4eTy Mo auciuiuinae «be3onacHocTh M 3a1uTa HHpopMAIH B MHGOPMAITMOHHBIX
CHCTEMAX)
1. Bonpoc 1
2. Bomnpoc 2.
YTBepxkaato: 3aB. kadenpoit IOJKHOCTH, MO
(Tonmmuch)

(mata)

2. Kpurepum oueHku

* OrtBer Ha Owier (TecT) VI 3a4YeTa CUUTACTCS HeyHOBJIETBOPHUTEIbHBIM, €CIU CTYAEHT NpPHU
OTBET€ Ha BOINPOCHl HE JACT OIpPEICICHWH OCHOBHBIX ITOHSTHI, HE CIIOCOOCH IOKa3aTh
NPUYMHHO-CIICICTBEHHBIE  CBSI3M  SIBJICHWH, TPH  pPENICHWH  33Ja4dl  JIOIYCKaeT
MPUHIUTIHATIHHBIE OIITMOKH,
OLIeHKa cocTaBiseT () 6annos.

* OtBer Ha Owier (TecT) JuId 3a4eTa 3aCUUTHIBAETCS Ha MOPOrOBOM YPOBHE, €CIIM CTYJIEHT NpHU
OTBETE€ Ha BOIPOCHI JIAeT OIPEJENICHHE OCHOBHBIX TOHSATHH, MOYET IOKa3aTh MPHUYWHHO-
CIIC/ICTBEHHBIC CBSI3M SIBJICHHWW, TPU PEIICHWH 3a/aud JOIMYCKAaeT HEeNPUHIMITAATbHbIC
OIITMOKH, Harpumep, BBIUHCIIUTENBHBIE,
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OILIEHKA COCTaBJIsSeT 35 6annos.

OtBet Ha Ower (TecT) A1l 3a4era OMJIET 3aCUUTHIBAeTCSI HA 0230BOM YPOBHE, €CJIH CTY/IEHT
P OTBETE Ha BOIMPOCH (POPMYIHPYET OCHOBHBIC MOHSATHS, 3aKOHBI, JAET XapaKTEPUCTUKY
MPOIECCOB, SIBIICHWH, NPOBOJWT aHAIM3 NPUYHMH, YCIOBHUH, MOMET IMPEICTaBUThH
Ka4eCTBEHHBIE XapaKTEPHCTUKU TPOIECCOB, HE JOMYCKAeT OMIMOOK IMPH PEIICHUH 3aJauH,
OlleHKa cocTaBJisieT 40 6annos.

OtBer Ha Ouner (TecT) i 3ayeTa OWJIET 3aCUMTHIBACTCS HAa MPOJABUHYTOM YPOBHE, €CIH
CTY/ICHT TP OTBETE Ha BONIPOCHI NMPOBOJUT CPABHHUTEIBHBIA aHAINU3 TOAXOJOB, MPOBOIUT
KOMIUICKCHBIN aHallu3, BBISBIISIET MPOOJIEMBI, MpeJlaraeT MEXaHU3Mbl pElIeHHs, CIocoOeH
MPEJCTaBUTh KOJMYECTBEHHBIC XapAaKTEPUCTUKU ONPEACICHHBIX IMPOIECCOB, MPUBOJUT
KOHKPETHbIE MPUMEPBI U3 MPAKTUKH, HE JIOMYCKAaeT OMMOOK U crocoOeH 000CHOBATh BHIOOD
MeToa pereHus 3aa4u,
OILIEHKA cocTaBJseT 45 6annos.

3. IIIkajga oueHKH

3auer cuMTaeTcs COIAHHBIM, €CIIM CyMMa OayuIoB O BCEM 33aHUSIM OMileTa OCTaBIIsIET HE MEHEe
6aiioB (U3 45 BO3MOKHBIX).

B o0meit onieHke no AUCUUIIIMHE OaJulbl 32 3a4€T YUYUTHIBAIOTCSI B COOTBETCTBUHU C IIPaBUIIaMU

0aJUIbHO-PEUTUHIOBON CUCTEMBI, IPUBECHHBIMU B paboyueil mporpaMMe JUCIHUITIINHBI.

Nk W=

10.
11.
12.

13.
14.
15.
16.

17.
18.
19.
20.

4, BOl'lpOCbI K 3K3aMCHY IO JUCHUIIJIHHE «be3onmacHOCTb M 3alIUTA HH(l)OpMaIH/H/I B
I/IH(l)OpMaIII/IOHHbIX CUCTEMAX»

[TonsTie nHPOpPMAILIMOHHON 6€30aCHOCTH.

HanmonanpHast 6€301macHOCTb.

JHoxTprHa nHpopManmoHHo# 0e3onacHoctu Poccuiickoii @eneparuu.
Hanmonaneneie narepecsl P® B nndopmannoHHoi cepe u ux odbecreyeHue.
Buner yrpo3 unpopmanuonnoii 6ezonacHoctu PO.

WcTounuku yrpo3 uHpopmamonHoii 6ezonacHoctu PO.

WNudopmanmonnsie cucTeMsl, kiaccudukanus nHGOpMauoHHBIX cucTeM. [IpudnHel,
BU/IbI, KAHAJIBI YTEUYKH WH(POPMAITHHL.

Yrpo3sl HHPOPMAITHOHHOMY 00ECTICUCHHIO TOCYAaPCTBEHHOM MOTUTUKH PD.
MeToabl ¥ MOJIeNH OLIEHKU yrpo3 HHPOpPMauu B MHPOPMAIIMOHHBIX CHCTEMAaX.
[TpuumHbI, BUIBI, KAaHAIBI YTEYKH WH(OOPMAITUH.

CpenctBa obecrieyeHus: 0€301macHOCTH HHPOPMALIMOHHBIX CUCTEM.

Mertomp! obecrieueHust 6e30macHOCTH HHPOPMAIIMOHHBIX CHCTEM. TeXHUYeCKne
CpEICTBA 3aIIUTHI.

[IpaBoBas 3ammTa HHOOPMAITHOHHBIX CUCTEM.

Hanpasienus u menu 3amutsl HHGOPMAIUK U MX B3aUMOCBS3b.

VYrpo3sl undopmanuu. Bunsl yrpos.

Knaccudukanus yrpos uadopmarnronson 6ezonacaoctu. Kinaccudukarus nCTOYHUKOB
yrpo3 HHPOPMAIIMOHHOMN 06€3011aCHOCTH.

KoHnuenTyanbHast MoJienb 0€301aCHOCTH IPOAYKLUH.

KonnenTyanbHast MoJiesib 6€3011aCHOCTH JIMYHOCTH.

KonuenTyanbHast Mmojienb 0e30nacHOCTH MHGOpMAaIIH.

Opraau3anoHHas 3allnTa.
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22.
23.
24.
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27.

TexHonoruu NpoTUBOJICHCTBUE aTakaM Ha ceTeBble cepBUCHl. OTKa3 a 00CIy)KUBaHUU
(DOS)

duznyeckue cpeacTna 3aluThl UHPOPMAIUU.

[Tonutuka 6€30MaCHOCTH NPEAIPUITHUS.

Crioco0Obl ¥ TEXHOJIOTHH MPOTUBOACHCTBUE aTakaM Ha WEB - mpunmxenue.

Onenka 3ppeKTUBHOCTH CpeACTB 3amuThl HHGopmaruu (C3N).

[punnun ocymecrsnenus arak Tuna BRUTEFORCE. TTog6op naposs uepe3 SMTP
MPOTOKOJL

CriocoObl MostydeHus MOJHOTO KOHTPOJIS HaJ LI€JIEBOM MAIIMHOM .



