denepanpHOE rOCyAapCTBEHHOE OF0DKETHOE 00pa30BaTEIbHOE YUPEKICHUE
BBICIIIET0 00pa30BaHUs
«HoBocubupckuii rocy1apcTBeHHBIA TEXHUYECKUH YHHUBEPCUTET)
Kadenpa BerancianTenbHON TEXHUKH

Kadenpa 3amutel uupopmarnmu

IHacnopr
pacueTHO-TPpapUUeCKOro 3aaHus (padoThI)

o aucHuIuinae «be3onacHocTh  3ammTa HHGOopMaui B THHOPMAITHOHHBIX CHCTEMax», 3
ceMecTp

1. MeToanka omeHKH
B pamkax pacuetHo-rpaduueckoro 3amaHus (paOOThI) MO AUCITUIUIMHE CTYICHTHI
JOJDKHBI TIPOBECTH  aHAIM3 TMPEAOCTABJICHHOTO (BBIOPAHHOTO CaMOCTOSITENIBHO) OOBEKTa
nH()OPMATHU3AIMK, MAJIOTO TPEIIPHITHS WU.T.J., MPOBECTH OICHKY PHCKOB WM aHAIU3 YIrpo3
MH(POPMAITMOHHON 0€30MaCHOCTH, 000CHOBATh PE3yJAbTAThl PACUETOB, MPEAOCTABUTH CHOCOOBI
yCTpaHEHUS BBISBJICHHBIX YTPO3 0€30MMaCHOCTH.

Obs13aTenbHble CTpYKTYpHBbIE yacTu PI'3.
1) Ananu3 oObeKTa;
2) O1eHKa PHUCKOB;
3) Ananus yrpos;
4) TlpennoxxeHne cnoco0OB 3aIIHTHI;
OueHnBaeMble TO3ULM:

2. Kpurepum oueHku

* PaGoTa cumTaeTcs He BBINOJHEHHOM, eciiu BbITOHEHBI He Bce yactu PI'3(P), orcyrcrByer
aHann3 00bEKTa, HET COOTBETCTBUSI TPeOOBAHUSAM K paboTe, olleHKa coctaiisieT () 6aioB.

* PaboTa cumTaercs BBINOJIHEHHON HAa MOPOroBoM ypoBHe, ecnu dacTu PI'3(P) BbimosiHeHbI
(dopManpHO: aHamM3 OOBEKTAa IPOBEACH KyIle, HEAOCTATOYHO OOOCHOBAHBI PE3YJbTATHI,
orieHKa coctasisieT 15 — 20 6amnos.

* PaGoTa cumTaeTcsi BBINIOJTHEHHOW HAa 0a30BOM YPOBHE, €CJIM aHAIN3 OOBEKTa BBHITMIOJHEH B
MTOJTHOM 00BeMe, TOCTATOYHO OOOCHOBAHBI PE3y/IbTAThl PACUETOB, ITPOBEJICH aHAIM3 U OICHKA
PHCKOB, HE TMPEACTABJICHBI CIIOCOOBI YCTPAaHEHUsI HEJIOCTAaTKOB, OlleHKa cocraBiser 20 - 25
0asioB.

» PaGoTa cuuTaercs BHITIOJHECHHONW HA MPOABUHYTOM YPOBHE, €CJIM aHAIN3 00BEKTa BBHITOJHECH
B TIOJHOM OOBEME, JOCTAaTOYHO OOOCHOBAHBI PE3YJIBTATHl PACUETOB, IMPOBEICH aHAIN3 H
OIICHKA PHUCKOB, IPEICTABJICHBI CIIOCOOBI YCTPAHCHHS BBISBICHHBIX HEIOCTATKOB, OIICHKA
cocrtasisieT 25- 30 6aioB.

3. IIIkajaa oueHKH

B o6meii onenke no aucuumniauHe 6amuisl 3a PI'3(P) yuuThiBatoTCsi B COOTBETCTBUH € NMPaBUIIAMHU
0aJUIbHO-PEUTUHIOBON CUCTEMBI, IPUBECHHBIMU B paboueil mporpaMMe JUCLUITINHBIL.

4. IlpumepHslii nepevyens TeMm PI'3(P)

1. lnsa npeANpUATHA MAJIOT0 OM3HeCa MPOBECTH:

Amnanus o0beKTa,

Or1eHKa pUCKOB;

AHanus3 yrpos;

[IpennoxeHnue o BBEIEHUIO CIIOCOOOB U CPE/ICTB 3aIIUTHI;



5. Ilpumep BbinosHenus PI'3

Onenka puckoB u aHanu3 yrpo3 Ub npennpusitus:
Crnemnamucramu Gupmsl IBM[2] mpeasioskeHa creayromasi SMIUpUYEcKas 3aBUCUMOCTD

0KHUJAEMBIX IOTEPH OT 1-0¥ Yrpo3bl HHPOPMALIUHU:

Ri=10(S1+Vi-4),

rae Si — K03(pOUIMEHT, XapaKTEPHU3YIOUIMHA BO3MOXXHYIO YacCTOTy BO3HHKHOBEHUS
CYIIECTBYIOMIEH Yrpo3el; Vi — KOIPOUIHMEHT, XapaKTEePU3YIOMUA 3HAYEHHUE BO3MOKHOTO
yiiepba npu e€ BO3HUKHOBeHUU. [IpeiokeHHble crenuaanucTaMu 3HaueHus Kod(dUIHEeHTOB

CIIeAYIOIIHE:

Tabnuua 9 - 3nauenus koddduunenta Si 1715 pacyéTa 3aBUCUMOCTH 0KUJAEMBIX ITOTEPD

Osxunaemas (BO3MOKHAs) 4acTOTa [Ipeanonaraemoe
MOSIBJICHUSI YTPO3BI 3HaueHue Si
[Toutn HUKOTrIA 0

1 pa3 B 1000 ner 1

1 pa3 B 100 et 2

1 pa3 B 10 et 3

1 pa3 B rog 4

1 pa3 B mecs (mpumepHo, 10 paz Brog) | 5

1-2 pa3za B Henemto (mpumepHo, 100 pa3 B | 6

ron)

3 paza B genb (1000 pa3 B ron) 7

Tabnuna 10 - Bo3moxHble 3HaueHus koddduumenta Vi juist pacuéra 3aBUCHUMOCTH

OKNJACMBIX IMOTCPh

3HaueHus1 BO3MOKHOTI0 yuiepoa npu [Ipeanonaraemoe
MIPOSIBIIEHUU YIPO3bI, TOJLI. 3Ha4yeHue Vi

1 0

10 1

100 2

1000 3

10000 4




100000 5
1000000 6
10000000 7

CymMapHasi CTOUMOCTB TIOTEPh ONIPEACTIACTCS (POPMYIIONA:
R=> R,
Vi )

Ha ocHoBaHMU NpensoKeHHOW SMIUPUUECKON (OPMYJIIbl pACCUUTAEM YHUCIIO OKUJAEMbBIX
IIOTEPh JUIS HE3AIIMINEHHOW, YAaCTHUYHO-3aUIMINEHHOM M 3AIIMINEHHOW CHUCTEM, TIJe
HE3alMIIEHHAs] CUCTeMa — CHCTeMa, He cojaepxkaias cpeAactB 3amuthl oT HCJl; wactuuno-
3alUIIEHHAs CUCTEMa- UMEIOTCSl CPEJICTBAa aHTUBUPYCHOM 3aIMThl M YCTAHOBJICHBI MApOJIM HA
BXOJl B CHCTEMY); 3alUIIEHHAs CHCTEMa — CUCTeMa, IJi€ YCTAHOBJIEHBI CPEACTBA 3aIIUTHI,
MIEPEKPHIBAIOIIME BO3MOKHbIE KaHAJIbI YTE€UKU UH(OPMALIMK ¢ HEKOTOPBIM 3a11acoOM IPOYHOCTH.

Heszamuménnas cucrema:

I. [ToTepu OT KOMIIBIOTEPHBIX BUPYCOB

B nanHOI cucteMe cpencTBa BHIYMCIUTENBHON TEXHUKH 3apa)KaloTCs KOMIBbIOTEPHBIMU
BHUpYyCaMU B cpeiHeM 1-2 pasa B HEZEN0, U IPU 3TOM OpraHU3alluy HAHOCUTCS YIepO, paBHbIN B
cpearem 1000$. Ha ocHOBaHMY BBIMICIPUBEAEHHBIX TAOJIHI]

Ri=10(6+3-4) =105=1000008.

2. [Torepu ot B310Ma mapoJist (1mapoJib 4 CUMBOJIA, UCTIOB3YIOTCS 70 3HAKOB).

B3yioM iponcxoauT B cpeHeM 3 pasa B JieHb, yiepo coctasisier 100$.

Ri=10(7+2-4) =105=1000008.

3. [ToTepu ot B3110Ma KpUNTOrpadhUIeCKON 3alUTHI.

B3om npoucxoauT B cpeiHeM OAMH pa3 B Mecsil, yiiepo cocrasiser 10000$.

Ri=10(5+4-4) =105=1000008.

4. [Torepu ot DOS-arak (c6oit nmm otkas UC).

ATaku IpOUCXOIAT B cpeaHeM 1 pa3 B mecs, ymepo coctasiser 100$.

Ri=10(5+2-4)=103=10008.

5. [ToTepu OT TPOSIHCKUX MPOrPaMM.

ATaku IpoUCXOAT B cpeaHeM 1 pa3 B mecs, ymepd coctasiser 100$.

Ri=10(5+2-4)=103=10008.

6. [Torepu ot nornueckux 60moO.

ATaku IPOUCXOAT B cpeaHeM 1 pa3 B mecsil, ymepd cocrasiser 10$.



Ri=10(5+1-4)=102=1008.

7. [ToTepu ot nepexBaTa HHPOPMALUH (ITOAKIIOUEHUE K CETH).

HecanknmonnpoBanHoe TMOAKIIOYCHUE TMPOUCXOAUT 1-2 paza B Henemwo, yiepo
cocraisier 10$.

Ri=10(6+1-4)=103=10008.

8. [ToTepu oT cpbiBa CBA3M.

CpbIB CBSI3U B pe3yibTaTe JEHCTBUN 3JI0yMBIIIJIEHHUKA IPOUCXOIUT IpuMepHO 1 pa3 B
mecsi, yiiep6o cocrabiseT 1083.

Ri=10(5+1-4)=102=1008.

0. [Totepu ot mepexparta 310ymbinuieHHIKOM [IO9MUH.

[MpumepHo 1 pa3 B 10 ser, ymep6 cocraBnsier 10008S.

Ri=10(3+3-4)=102=1008.

CymMapHas CTOMMOCTb OTEPh HE3AIUIIEHHONW CUCTEMBI OYET paBHa:

R=) R, =303300$
Vi

YacTuuHo 3amuméHHas cucrema (y)Ke CyIecTByIomas):

I. [ToTepu OT KOMIIBIOTEPHBIX BUPYCOB.

B nmaHHOW cucTeMe TIpM HCHOJIB30BAHUM AHTUBUPYCHOIO CpEICTBA, CpEICTBA
BBIYMCIUTEIBHON TEXHUKH 3apa)kaloTCsl KOMIBIOTEPHBIMU BUpYCaMU B cpefiHeM | pa3 B mecsll,
W TIpU 3TOM OpraHu3alMd HaHOCUTCs yuiepO, paBHblii B cpemHem 1000$. Ha ocHoBanuu
BBIIIETIPUBEAEHHBIX TAOINLL

Ri=10(5+3-4)=104=100008.

2. [Totepu ot B3110Ma mapoJist (1mapoJib 7 CHMBOJIOB, HCTIOJNB3yeTcst 70 3HAKOB).

[Ipu ucnosp30BaHuU Mapojs B 7 CUMBOJIOB, BEPOATHOCTh MOJA00Opa MapoJis COCTaBUT 1
pa3 B MecsiIl, yiep6 cocrarisier 1008$.

Ri=10(5+2-4)=103=10008.

OcTasnbHble 3JIEMEHTBI, MOJIEKAIINE 3aLUTE AHAJOTHYHbI 3aIUIIEHHON CUCTEME.

CymMapHasi CTOMMOCTb NOTEPh YaCTUYHO 3aLIUIIEHHON cUCTEMBbI OyJeT

R=> R =12140$%
Vi

JamumIméunas CucremMa;



1. [ToTepu OT KOMIIBIOTEPHBIX BUPYCOB.

B nmaHHOW cucTeMe TIpUM HCHOJIB30BAHUM AHTUBUPYCHOIO CpEICTBa, CpEICTBA
BBIYHMCIUTEIBHON TEXHUKU 3apa’kaloTcsl KOMIIbIOTEPHBIMU BHpPYCaMU B cpeHeM | pa3 B roj, u
Opyd 3TOM OpraHM3alMi HaHocUTCs yiiepOd, paBHbii B cpexanem 1000$. Ha ocHoBanum
BBIIIETIPUBEAEHHBIX TAOJINLL

Ri=10(4+3-4)=103=10008.

2. [Totepu ot B310Ma mapoJist (1apoJib § CHMBOJIOB, HCIIOJB3YIOTCS 70 3HAKOB).

[Ipy ucnonb30BaHMK Pa3IMYHOTO pojAa OHOMETPUYECKUX JAaTYUKOB M LU(POBBIX
KJIF0Yei, BEPOSITHOCTD 110,100pa mapoJist coctaBut 1 pa3 B 100 net, yrep6 cocrasiser 100$.

Ri=10(2+3-4) =101=108.

3. [ToTepu ot B31oMa Kpunrorpadpuyeckoi 3amuThl.

[Ipy ucnonb30BaHMU CPEACTB KpPUNTOrpapuuecKod 3alluThl, BEPOATHOCTH B3JIOMa
coctaBut B cpenHeM 1 pas B 10 ser, ymep6 cocrasiser 100008S.

Ri=10(3+4-4) =103=10008.

4. [Torepu ot DOS-arak (c6oit nmm otkas UC).

[Ipu ucnonwszoBanum firewalla ataku mpoucxonmar B cpemnem 1 pa3 B 10 ner, ymep6
cocrasister 100$.

Ri=10(3+2-4)=101=108.

5. [ToTepu OT TPOSIHCKUX MPOrPaMM.

[Ipy ncnonp30BaHUM CPEACTB AHTUBHPYCHOM 3aIUTHI, aTaKW IPOUCXOAAT B cpeaHeM |
pa3 B roz, yuep6 cocrasiser 100$.

Ri=10(4+2-4)=102=1008.

6. [Torepu ot nornueckux 60moO.

[Ipy ncnonp30BaHUM CPEACTB AHTUBUPYCHOM 3aIUTHI, aTaKW IPOUCXOJAT B cpeaHeM |
pa3 B roj, yuiep06 cocrasisier 10$.

Ri=10(4+1-4)=101=108§.

7. [ToTepu ot nepexBaTa HHPOpPMaLUH (TOAKIIOUEHUE K CETH).

[Ipn ucnonp3oBanun VPN, HECAaHKIMOHUPOBAHHOE MOJKIIOYEHHE IPOUCXOIUT | pa3 B
rox, ymep6 cocrasiser 103.

Ri=10(4+1-4)=101=108§.

8. [ToTepu oT cpbIBa CBA3M.

IIpu ucnonb3oBanuu firewalla U agMUHUCTPAaTUBHBIX MEp, CPBIB CBS3U B PE3Y/bTATE
JCWCTBYH 3JI0yMBIIINICHHUKA TPOUCXOINUT MpUMepHO 1 pa3 B roj, ymep6 cocrasiser 10$.

Ri=10(4+1-4)=101=108§.

CymMapHasi CTOMMOCTb OTEPh 3aIIUIIEHHON CUCTEMBI OYeT paBHa:



R=) R =2150%
Vi

OKBUBAJICHTHBIII BBIUTPBII CPEACTB OT YCTAHOBKM jonojHuTenbHbix C3U B

HE3aIMIIEHHON CETH COCTABJISIET:
A=303300-2150=301150

DOKBUBAJICHTHBII BBIMIPBIII CPEACTB OT YCTAaHOBKMU JomNojHUTENbHbIX C3U wactuyHO

3aIUIIEHHON CETH COCTABIIACT:
A=12140-2150=9990%

Amnanu3 pucka 3aBepiiaeTcst cocraBiieHueM u npunsatueM [1b. Ona odopmisiercs B Buje
JOKYMEHTa, B oOuiemM Buje (0e3 M3JIMIIHEeN JeTaau3alun) ONpeeliiomero 3ajadun B 00JacTi
3alUThl U OCOOEHHOCTH Mpoliecca 3amuThl pecypcoB. I1b ompenenser crpareruto M TakTHKY
MIOCTPOCHMSI CHUCTEeMbl 0€30MacHOCTH KoMmIaHuM. B poccuiickoll TEpMHHOIOTMM JTOKYMEHT,
OTPEENAIONUN CTPATErni0, Ha3bIBAIOT KOHLEMIHUEH, a TOKYMEHT, ONpEeAEsSIONui TaKTUKY, -
noyuTukod. Ha 3amame mpuHSATO cO37MaBaTh €IMHBIA JTOKYMEHT, BKJIIOYAIONIUK B cebst 00a
acreKTa.

[Ib orpakaeT HpPUYMHBL, MO KOTOPHIM OpraHU3alUsl HUCIHOJB3YEeT MOAKIIOUEHUE K
OTKPBITOH, OOIIEIOCTYITHON CETH, U OIpEeNeNsieT NepedeHb CEPBUCOB, MPEAOCTaBISEMBIX BCEM
BHYTPEHHUM U BHEIIHHUM I10JIb30BaTEJSIM BHYTPU U BHE HHTPAHETa OpraHU3aliHy.

Ha BTrOopoMm srtanme c¢ yderom cocraBiieHHON IIb M coriacHO IMOJy4eHHBIM PEHICHUSM
cocrtaBisieTcs 1iad obecrnieuenuss b (MHora oH Ha3pIBaeTCsl MJIAHOM 3aIUTHI) - O(ULIHATBHBIN
JOKYMEHT, OIHUCHIBAIOIIMKA KOHKpPETHbIE JEHCTBUS IO pealu3allid CPEACTB IOJIEPKaHUS
0€30MaCHOCTH CHUCTEMbI, KOTOPBIA PEryaspHO IepecMaTpUBaeTCs MU IpPU HEOOXOJUMOCTU
KOPPEKTUPYETCH.

[1nan 3amUTHI COAEPKUT CIAEAYIOIINE Pa3EIbl.

1. Tekyiiee COCTOSHHME - ONHCAHUE CYIIECTBYIOIIEHM HAa MOMEHT MOATOTOBKH IUIaHA
CUCTEMBbI 3aIUTHI.

2. PexoMeHnganuu - BEIOOP OCHOBHBIX M€, CPEJCTB U CIIOCOOOB 3alIUThI, PEAIU3YIOIINX
I1b nns unaTpanera. bynem Ha3bIBaTh 3TOT KOMILJIEKC MEp CUCTEMOM 0€e30MacHOCTH. 31€Ch OUEHb
BAYKHO YCTAHOBHUTH KOMIIPOMHUCC MEX/1y €€ IEHOU U y100CTBOM HCIOJIb30BaHUs. B 3aBucumocT
OT JK€JaeMOro YpOBHsA O€30IaCHOCTM U BBIOPAHHOIO CHOCO0a 3allUThl MHTPAaHETa MOTYT
nOoTpebOBaThCsl JIONOJIHUTENBHBIE allllapaTHbIE CPEACTBA: MApILIPYTU3aTOPhl U BbIJEIICHHbIE

xocTel, crneuuanbHoe [1O, a Takxke craBka skcrepra mo Oe3omacHOCTH. UTO M cocTaBisieT



MaKCUMAaJIbHYIO CYMMY Ha YCTaHOBKY J0n0JIHUTENbHBIX C3U.

Jlist mpuMepa paccMOTpPUM, OOIIYI0 CTOMMOCTH 3amuThl st OM, MpUMEHHTENBbHO K
yueOHOMY ropoaky Nel BAUY (r. Boponex).

Jisa opranuzanuu 3amuiieHHoro OW B kauecTBe CHUCTEMBI 3alUThl HHPOPMAIUH
BeiOepeM Secret Net v. 4.0 croumoctsio 9808. Taxke HE0OOXOJMMO BBIOPATh MEKCETEBOM IKpaH
Symantec Client Security 3.1 CTOUMOCTBIO 57$

Jljig 3alUThl CEpBEPOB OT BUPYCHBIX MpoTrpamMM npumeHsieM nporpammy Dr. Web ans
Windows - AuTHBUpYC +AHTHCIIAM CTOUMOCTHIO 166 $.

JUis nmpenoTBpaiieHus OT B3JIoMa KpUNTOrpauyeckoil 3allluThl CEPBEPOB  CIYXKO
npumeHuM cpenctBo kpunrozamutel "YKIC-C" ctoumoctsio 740 $.

CpenctBa VPN i 3aliMThl CHUCTEMBI OT HECAHKIIMOHHPOBAHHOIO IOJKIIOUYEHHUS
yCTaHABJIMBATh HE OyJeM B CBSI3M C UX JoporoBu3Hoi (0omee 2000$ 3a 1 KOMILIEKT) U TeM, YTO
MEXKCETEBbIE 3KPaHbl PEATU3YIOT OOJIBIIMHCTBO CIOCOOOB 3alIUThI, peanuzyeMblx B VPN myrem
CHelHaIbHbIX HACTPOEK.

CymmapHas ctouMocTh cpeacTB 3amuTbl OU coctaBiser:

2:980+57+166+740: 1061$

3. OTBETCTBEHHOCTbH - CIIUCOK OTBETCTBEHHBIX COTPYJHUKOB U pa3rpaHudeHue chep ux
NeSITEIbHOCTH.

4. Pacriucanue - ompeseieHre Mopsiaka padoThl MEXaHW3MOB 3aIlIUTHI, B TOM YHCIIEC U
CPEICTB KOHTPOJISL.

5. IlepecMOTp MOJIOKEHUH TIAHA 3aIUTHI C YKa3aHUEM Nepruoa nNepecMoTpa.



