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1. OO0o0meHHas cTPYKTYpa GOHIA OLEHOYHBIX CPEeACTB JUCUMILIMHBI

O6o0menHas cTpykrypa (oHIa OIEHOYHBIX CPEACTB MO AMCHUIIMHE be3omacHoCTh U 3ammTa
uHpopmanuu B MHPOPMALMOHHBIX CUCTeMaXx MpejcraBieHa B TaOnune. Pesynbrartel o0ydeHus 1o
IMCHIUIUIMHE COOTHECEHBI C YPOBHSAMH C(HOPMHUPOBAHHOCTH KOMIETCHIIMH M COOTHECEHHBIX C HHUMH
WH/IUKATOPOB. VHIMKATOPHI JOCTIKEHHS KOMIIETCHIIMH H3MEpSEMBbI C MOMOIIBIO CPEICTB TEKYIIeH H
MIPOMEKYTOYHOH aTTECTAIUH 110 TUCIIUILIHHE.

Tabnuua
JTanbl OHEHKH KOMIeTeHINH 1
COOTHECEHHBIX ¢ HUIMH HHAMKATOPOB
Meponpusitust
Dopmipyembie HHHHKaTOpb}, Tembl ;f;l;?;:;: ITpome:xyTouHAs
KOMIIEeTeHI[U ! KOMIeTeHIu i
(KOHTpOJBbHAS aTTecTanus (3K3ameH,
pa6oTa, KypcoBoii 3a4er)
npoekt, PI'3(P),
pedepat u ap.)
OIIK-6 Crnocoben | 1. 3HaTh: Beenenue. Undopm.|PI3/ B pamkax|IK3aMeH, BOIPOCHL...
pa3pabaTbIBaTh annapaTHbIe 0e30MacHOCTE B CHCTEME |pacyeTHO- 1. [Monsitue
KOMITOHEHTBI cpencTBa u HALIMOHAJIBHOM  6€301aCHOCTH | rpadhuaeckoro MH(OPMAIIHOHHOM
IIPOrpaMMHO- IaTGOPMBI P®. ®enepanbhblii 3ak0H "O|sananus  (paGotsl) |GesonacHocTy.
annapaTHBIX UHOPACTPYKTYPHI |6€30MacHOCTH" . Mo WCIMIIHHE|) Hatmonansias
KOMILIIEKCOB MH(pOPMALMOHHBI | ['0OCyapCTBEHHAs  CHCTEMA |oTyneHTHI JOIDKHBI 5
06paboTkH X TEXHOJIOTUi,  |TPaBOBOTO obecrieuenns pogectr  amamus| oo ToC
uHbOpMaIUH U |BUIBI, 3alUTEl  MHGOPMALMH  B|[pesocTaBICHHOTO HoxTpuna
ABTOMATU3UPOBAHHOI |Ha3HAYEHHE, Poccuiickoit Denepalii. | (pIGpaHHOrO MH(POPMALIOHHOH
0 IIPOEKTUPOBAHUS ApPXUTEKTYPY, WHpopmanioHHbIe  CHCTEMBL |camocTosTenbHo) — |Oe30macHocTH Poccuiickoi
METOBI KJIaccu(uKanusa 06GBeKTa Denepaunn.
pa3paboTKu U MHOOPMALMOHHBIX  CHCTEM. |yp(opMaTH3ALMH, |4, HaruoHabHbie
agMuHHUCTpHpoBa |[IpyyuHBl,  BWABL,  KaHAIBI |pajroro mirepecs P® 5
HUS yTEUKH MH(OPMALHN. | pe nripusiTHs .
HporpaMMHO- Knaccudukanus YIPO3|y 1.1,  mpoBeCTH HH(OPMALIOHHO cdepe u
amnmapaTHBIX UH(OPMAIMOHHOH onenky pucko u|"™* obecrieyeHmue.
KOMILIIEKCOB 0€30MacHOCTH. AHATH3 yrpos |- Buns! yrpos
o0BeKTa KJ'IaCCI/I(bI/IKaI_[I/IH HCTOYHHUKOB I/IH(I)OpMaHI/IOHHOﬁ HH(I)OpMaHHOHHOfI
HE)O(l)eCCI/IOHaJ'ILH yrpo3 MH(OPMALMOHHOM | Ge3omacHoCTH, 6e3onacHocTH PD.
Ol IeATEeTbHOCTU f;z;z:}::ocm. 061\3:;;?; Hj 0GOCHOBATE 6. VICTOUHHKH YIpo3
0e3011acHOCTH Ezzg;:hl HH(OPMALHOHHOH
MH(OPMAIMOHHBIX  CHCTEM. |pe0ocTaBUTH Gesonacuoctu PO.
Texuuueckue CPENICTBA, | crioco6bI 7. NudopmanmonHsie
OpraHU3alMOHHAs U NPABOBASL|ycTpaHeHNs CHCTEMBI, KIacCU(pUKaus
3allura. HauuoHabHbIC | gpispeHHEIX YrpO3 | MEQOPMAIMOHHBIX CHCTEM.
MHTCEPCCEI PO B|GesomacHoCTH. IMpuunnel, BB, KAaHAJIB]
nHpopmanmonHoit cdepe u ux
obecreueHue. Hcrounuxn | O0A3aTebubIe YTeHKH HHpOpMAIIHH.
yrpos uH(opManuonHoii CTPYKTYPHBIC 8. Yrposst
6e30MACHOCTH. Onenka |4acth PI'3. nH}popMaIMOHHOMY
3¢ HEKTUBHOCTH CpencTB 1) Ananus 0o0eCreueHHIO
samuTel uHGopManuu (C3N). 00bekTa; |TOCYAApCTBEHHOM
IMonsTHE 3 "HOJIUTHUKH 2) Ouenxa nonuTuky Pd.
HEH(pOPMAIMOHHOH . 19. Mertoasl u Moaenu
Ge30macHOCTH"  TIPETPUSTHSL. PHUCKOB;
[IpuunHbl, BHUABI,  KaHAJbI 3) Awnanus OLEHKH yrpo3 Hipopmarii
yTeuKH uH(bopMAIHH. yrpos: B MH(OPMALMOHHBIX
VYrpo3sl HapyLIeHNs 4) cucTeMax.
KOH(HICHIINATBHOCTH, 10. [TpuuuHsl, BUIBI,
LENOCTHOCTH,  JOCTYITHOCTH Hpennox | oo yIeuKn
uHpopmanun. Mozenu yrpos. CHUE MHGbOpPMAIIHHL.
Ccroco6oB 11, CpenctBa




3aIUTHI;

obecrieyeHust 0€30MaCHOCTH
HH()OPMAIIMOHHBIX CHCTEM.
12. MeTtonpl
obecrieyeHust 0€30MaCHOCTH
HH(OPMAIIMOHHBIX CHCTEM.
TexHuueckue cpeacTpa
3aIUTEL

13. IIpaBoBas 3amuTa
UH(OPMAIMOHHBIX CHCTEM.
14. Hanpagienus u

LN 3alUTHl HH(OpMaIHK
U MX B3aMMOCBSI3b.

15. Yrpo3st
nHpopmanuu. Bumsl yrpos.
16. Knaccudukarms
yrpo3 HHPOPMAITUOHHOU
0€30I1aCHOCTH.
Knaccudukarms
HCTOYHHUKOB YTPO3
nH(pOopManMOHHOMH
0€30I1aCHOCTH.

17. KonuenryansHas
MOJIeTb OEe30IacHOCTH
MIPOIYKIIUH.

18. KonuenryansHas
MOJIEeTb OE30IMacHOCTH
JIUMYHOCTH.

19. KonuenryansHas
MOJIeTb OEe30IacHOCTH
nHpopManum.

20. OpranuzarioHHast
3alIuTa.

21. TexHonoruu
MIPOTUBOCHCTBHE aTaKkam
Ha ceTeBble cepBUCHL. OTKa3
a oociryxxuBanun (DOS)
22. duznyeckue
Cpe/ICTBa 3alIUTHI
nHpopManum.

23. ITonutuka
0€30I1aCHOCTH
TIPEATIPUSTHSI.

24. Crioco0b1 1
TEXHOJIOTUH
MIPOTUBOACHCTBHE aTaKkam
Ha WEB - npunmxenue.
25. Ornenka

3¢ GEKTUBHOCTH CPEACTB
3alUThHl HHPOPMAIIH
(C31).

26. [puniun
OCYIIECTBIICHHS aTaK THIIA
BRUTEFORCE. ITon6op
napoJs uepe3 SMTP
MIPOTOKOIL.

27. Crioco0b1




MTOJYYCHUS TIOJTHOTO
KOHTPOJISI HaJl IIEJICBOM
MAILIHHOH .

2. MeToauKa OLEHKH 3TANOB (l)OpMHpOBaHI/Iﬂ KOMIIeTEHIINIi 0 AMCIHUILINHE

YpoBHU CHOPMUPOBAHHOCTH KOMIIETEHIMU MPOBEPSIETCS NPU MPOBEIECHUU MEPONPUATUI
TEKyIleH aTTecTaluy (KOHTPOJISI) B IIpoLiecce U3ydeHHs AUCHUIUIMHBI YKa3aHHbIX B Ta0nuie pa3zaena 1.

B 3 cemectpe o0si3aTenbHBIM 3TaloM TEKYIIEW aTTECTAllUU SIBJISETCS pacyeTHO-rpaduyeckoe
3amanne (pabota) (PI'3(P)). TpeboBammsi k BemosHennio PI'3(P), coctaB u mpaBmia OIEHKH
chopmynupoBansl B naciopre PI'3(P).

[IpomexxyTouHas arrectanus 1Mo AMCUMILIMHE TIPOBOIUTCS B 3 cemecTpe - B opMe dK3ameHa,
KOTOPBIA HAmpaBjieH Ha OIeHKY copmupoBanHoctd kommeTeHIud OIIK-6 1 COOTHECEHHBIX ¢ HUMU
WHJIUKATOPOB. (CM. TabiuIty pasaena 1).

OO01ue npaBuiia BbICTABIECHUS! OLEHOK TEKYIIEH U MPOMEKYTOUHOM aTTeCTalluy 10 JAUCLHUIUIMHE
ONpEENATCA 0aIbHO-PEUTUHIOBON CUCTEMOM, MPUBECHHON B pabouell MporpaMMe AUCLHUIIIUHBL.

Ha ocHoBanuu npuBeIeHHBIX Jajiee KPUTEPUEB MOKHO OLEHUTh YPOBHU CHOPMHUPOBAHHOCTH
koMmrereHiu OIIK-6, 3akperuieHHbIX 32 JUCIUIUIMHOM.

3. O0masi XapakTepuCTUKA YPOBHell 0CBOCHUSI KOMIIeTEeH Uil

IpoaBunyreiil. Teoperuyeckoe coaepkaHHe Kypca OCBOGHO IMOJIHOCThIO.  CTyaeHT
JNEMOHCTPUPYET CHCTEMATHYECKOe W TIIyOOKOE€ MOHMMaHuE y4eOHOTO Marepuaiga M CIOCOOHOCTh K
CaMOCTOSITEJIbHOMY TOTOJHEHUIO M OOHOBJIEHMIO 3HAaHMM B XOJe JajbHelmedl yueOHo paboThl U
npodeccuoHanbHOM nearenbHocTH. ChopMupoBaHbl HEOOXOAMMBIE HABBIKM MPaKTUYECKOU paboThl. Bee
yueOHbI€ 3a/laHusl, IPEyCMOTPEHHbIE MPOrpaMMoi 00y4EeHUs, BHITIOJHEHbI KAUECTBEHHO, 0€3 3aMEeYaHU.
YpoBeHb CHOPMUPOBAHHOCTH KOMIETEHIIMA U COOTHECEHHBIX ¢ HUMM MHAMKATOPOB, 3aKPEIUIEHHBIX 3a
JUCLMILIMHOM, OLIEHEH YUCIIOM 0aslioB, BXOSIIMM B TUANa30H MPOJIBUHYTOIO YPOBHS.

Ba3oBblii. Teopernueckoe coaepkaHne Kypca OCBOCHO B 00beMe, HEOOXOAMMOM st
nanbHEeHmen y4eObl u  Mpo(ecCHOHANBHOW  ACSATENBHOCTH. HaBBIKM MpaKTUUECKOW paboThI
chopmupoBaHbl Ha 6a30BOM ypoBHE. Bce mpegycMoTpeHHbIe porpaMmon 00ydeHust yueOHbIe 3aIaHus
BBITIOJTHEHBI C HEOOJIBIIMMH TIOTPEIIHOCTAMH. YPOBEHb CHOPMUPOBAHHOCTH KOMIIETCHIIMA U
COOTHECEHHbIX C HHMH HHJMKAaTOPOB, 3aKPEIUIEHHBIX 3a IUCIUIUIMHOM, OLEHEH 4uciIoM OaijioB B
npenenax 6a3oBOro ypoBHS.

Iloporoseiii. Teopernueckoe coiepkaHuE Kypca OCBOCHO, HEOOXOAMMOM [UIS JajdbHEHIIe
yueObl U Npo¢ecCHOHaIbHOW JeATenbHOCTH. HekoTopple mpakTUYecKHEe HaBbIKM pPabOTHI ¢
chopMHUpPOBaHbI ¢ HE3HAYUTEIbHBIMU MpoOenamMu. YuyeOHble 3a/JaHus, IPEeTyCMOTPEHHbIE MPOrpaMMOit
00ydeHHs, BBITIOJHSUIMCH C OITMOKAMHU, UCTIPABICHHBIMU MO PYKOBOJCTBOM IIPETOIaBaTENsA. Y POBEHb
C(bOpMI/IpOBaHHOCTI/I KOMHGTCHHHI;’I U COOTHCCCHHBIX C HHMH HWHAUKATOPOB, 3aKpPCIUICHHBIX 3a
JTUCLMILIMHOM, OIIEHEH YUCIIOM 0alIoB B IIpeJieax MOPOroBOro ypoBHSI.

Hwuske noporosoro. Teopetnueckoe cozepikaHue Kypca ocBoeHo (pparmentapHo. Heobxonnmbie
HaBbIKM MPaKTUYECKOW paboThl cHopMUpPOBAHBI MHUHUMAaIbHO. BONBIIMHCTBO Y4eOHBIX 3aJaHUM,
MPEyCMOTPEHHBIX MPOrpaMMOM  OOy4eHHs, HE BBINOJIHEHbl. YPOBEHb CHOPMHPOBAHHOCTU
KOMIIETEHIIUN U COOTHECEHHBIX C HUMU MHIUKATOPOB, 3aKPEIVICHHBIX 34 IUCHUILUIMHOM, OLICHEH YACIOM
0aJyu10B, BXOIAUIMX B JUAa30H HUXKE IOPOrOBOTO YPOBHSI.
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