DenepanbHOE TOCYAaPCTBEHHOE OI0KETHOE 00pa30BaTEIbHOE YUPEKICHHE
BBICITIETO OOpa30BaHUs
«HoBocuOupCcKuii TOCYTapCTBEHHBIN TEXHUUECKUNA YHUBEPCUTET

Kadenpa 3ammutsr nadopmaruu

HacnopT IK3aMCHa
1O JUCLMIIIIMHE ((HpOCKTI/IpOBaHI/Ie 3alIUIICHHBIX KOMIIBIOTCPHBIX CCTCﬁ)), 3 CEMECTP

1. Meroauka oLeHKH

DOK3aMeH MPOBOAUTCS B YCTHOH (opme, o Omeram. buner popmupyercs no cnenyromemy

IpaBUITy: TIEPBBIN BOIPOC BBIOMpAETCs U3 AuanazoHa Bonpocos 1-20, BTopoil Bonpoc U3 auanazoHa
BoIpocoB 21-45 (crmcok BOMPOCOB MpHBENEH HIDKe). B Xoie sK3ameHa NpenojaBaTellb BIpaBe
3a/1aBaTh CTY/IEHTY JONOJHUTEIbHBIE BOIPOCHI U3 00111ero nepeyns (It. 4).

DOopMAa >K3aMEHAIMOHHOTO OrITeTa

HOBOCHBUPCKUI FTOCY JAPCTBEHHBIN TEXHUYECKWI YHUBEPCUTET
QakynsTer ABTO

Buaer Ne
K 3K321M€Hy 110 JUCIIUITJIINHEC ((HpOGKTI/IpOBaHI/Ie 3alIUIICHHBIX KOMHI)IOTepHI)IX CGTCfI))

1. Knaccudukarms ceTeBbIX yrpo3 1 aTak.
2. YnpaBjieHUE KIFOYaMH.

YTBepkaaro: 3aB. Kapeapoi noixHOCTh, DO

(moanuch)
(mata)

2. Kpurepun ouenku

OTBeT Ha 3K3aMEHALMOHHBIA OWJIET CUMTAETCs Heyl0BJIeTBOPUTEIbHBIM, €CIIU CTYIEHT NpH
OTBETE Ha BOINPOCHI HE JaeT ONpeAETCHUH OCHOBHBIX IOHATHH, HE CIIOCOOEH MOKa3aTh
IPUYMHHO-CICICTBEHHbIE  CBSI3M  SIBJICHMM, TpU  pEHIEHHH  33Jaud  JOIYCKaeT
NPUHIUITHATBHBIC OLINOKH,
orieHka coctapisiet 10 oannos.

OTBeT Ha ’K3aMEHAIIMOHHBIM OMJIET 3aCUNTHIBAETCS HA MOPOrOBOM YPOBHE, €CIIM CTYJCHT MPH
OTBETE Ha BOIMPOCHI JAET ONpe/AeieHHE OCHOBHBIX MOHATHUH, MOXET IMOKa3aTh MPUYUHHO-
CIIEICTBEHHBIE CBSI3U SBICHHWM, NpU PELIEHUH 337a4d JONYCKAET HENPHUHLUIUAIbHbBIE
OIINOKH, Harpumep, BBIUHCIUTENbHBIE,
orieHka coctasisier 20 6anno0s.

OTBeT Ha ’K3aMEHAlIMOHHBII OMIeT OUJIET 3aCUUTHIBAETCSl Ha 0A30BOM YPOBHE, €CITU CTY/IEHT
Ipy OTBETE Ha BOIPOCHI (HOPMYIHPYET OCHOBHBIE MOHATHS, 3aKOHBI, JAET XapPaKTEPUCTUKY



MPOLIECCOB, SIBIICHUH, TPOBOAUT AaHAIW3 TMPUYHH, YCIOBUH, MOXET TMPEACTaBUTh
Ka4eCTBEHHBIEC XapaKTEPUCTUKU MPOIECCOB, HE JIOMYCKAeT OMMOOK NMpPU PEIICHWW 3a1adH,
orieHka coctapisier 30 6annos.

OTBeT Ha 5K3aMCHAIMOHHBIA OWJIET OHMJIET 3aCUMTBHIBACTCS HA MPOABHHYTOM YPOBHE, €CIU
CTYJICHT TPU OTBETEC HAa BOMPOCHI MPOBOJUT CPAaBHUTEIBHBIA aHAIU3 MOIXOJOB, MPOBOIUT
KOMILJICKCHBIH aHaJM3, BBISBISIET MPOOJIEMBI, TPEaraeT MEXaHW3MbI PEIICHUs, CIIOCOOCH
MPEICTABUTh KOJMYECTBCHHBIC XAPAKTCPUCTHKH OMPEICICHHBIX TPOIECCOB, TMPHUBOIUT
KOHKPETHBIC MTPUMEPHI U3 NPAKTUKH, HE JOIMYCKAeT OMMOOK U CIIOCOOEH 00OCHOBATh BHIOOD
MeTOoa pelIeHus 3a/1a4w,
orieHka coctapisiet _40 _ bannos.

3. IlIkana oueHKH

B 0611_[6171 OLCHKE 110 JUCHUINIMHE 3K3aMCHAllMOHHBIC OauIBI YUYUTBIBAIOTCA B COOTBETCTBHUH C

npaBWiIaMyd  OaJUIbHO-PEUTHHTOBOM  CHCTEMBI, TPHUBEACHHBIMH B pabodeil mporpamme
JUCLUIUIAHBI.
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4. Bomnpocsl K 3k3aMeHy 10 AucuunnHe «lIpoekTupoBaHue 3aluIeHHbIX
KOMITBIOTEPHBIX CETEN»

. Kitaccudukarys KoMIblOTEepHBIX ceTeil.

. DyHKIIMOHATBHAS HepapXHYecKast MOAETb HH(OPMAIIMOHHBIX CETEH.

. O6111as1 XxapakTepuCTUKa pactpeieIeHHON ONepalMOHHON CUCTEMBI.

. OyHKIIMY ¥ OCHOBHBIE XapaKTEPUCTUKU KOPIIOPATUBHBIX CETEH.

. TunoBas cTpyKTypa KOPIOPaTUBHOW KOMIIBIOTEPHOH CETH.

. ®a3pl mporiecca CBA3U yIaIEHHbIX 0ObEKTOB.

. Kitaccudukans ceTeBbIX yrpo3 U aTax.

. PexoMeH1a1iuuy no nocTpoeHuIo CUCTEM 3aILUThI.

. MexcereBble skpanbl (MD) ¢ GpunbTpaiyeii makeTos.

. MexcereBble S3KpaHbl YPOBHS MPUIOKEHUI.

. 10361 YpOBHS COEIMHEHNUH.

. MD ¢ agantuBHOM npoBepkoii makeToB (Wi MO ¢ 3alIOMUHAHUEM COCTOSTHUS [TAKETOB).
. Cnoco6sr HC/] k undopmarum.

. Meronp! u cpencrsa 3ammtsl or HCJI B ceTn.

. AyreHTuduKaIMs NoIb30BaTeNneil.

. OcHOBHBIE 0OCOOEHHOCTH CETEBOM ayTeHTU(HKALINN.

. IIpocToi MeTox 3arpoc-0TBET.

. Ayrentudukarus B mporokosie SMB (Server Message Block — 650k cooGmienutii cepsepa).
. Pasrpannuenue nocryna nons3osareneil k pecypcam AC.

. Kpunrorpaduueckune cereBble IpOTOKOJIBI.

. IIporokomn IPSec.

. IIporokon TLS.

. Cranpapr SET.

. YIpaBlieHHE KITHOYaMHu.

. KDC.

. Cucrema pacnpenenennoit ayrentudukaimu Kerberos.

. CranzapTsl 6€30MaCHOCTH BBIYUCIIUTENBHBIX CETeH U MX KOMIIOHEHTOB.

. Knnaccudukarust CBT no yposHio 3anmienHocta ot HCJL.

. Kinaccudukarys aBToMaTu3MpOBaHHBIX CHCTEM 110 YpOBHIO 3amumieHHoct or HC/.
. MexcereBble skpanbl. [lokazarenu 3amumeHHoctd or HCJ k undopmarym.
. bazoBbie mpotokosl cemericta TCP/IP.

. Ipuxnagnoit yposens TCP/IP.

. Tpancriopthsiit ypoens TCP/IP.

. MexcereBoit yposens TCP/IP.



35. YpoBeHb J0CTyna K CETH.

36. [Ipuknagnapie MpoToKoyb! U cyk0b1 (WW W, a1ekTpoHHas mouTa, epenava Gaiion).
37. BuptyalibHble YaCTHBIE CETH.

38. IToctpoenre VPN Ha 6a3e ceTeBoii OnepallmOHHON CUCTEMBI.
39. Iloctpoenne VPN Ha 6a3e MapuipyTu3aTopoB.

40. TToctpoenne VPN Ha 6a3ze MEKCETEBBIX IKPAHOB.

41. Bompocsl 6e3omacHocTH 60a30BbIX npoTokoaoB TCP/IP.

42. IlepexBaT JaHHBIX, UMIIEPCOHALMS, OTKa3 B OOCITy>KUBAHUU.
43. HecaHKIIMOHUPOBAHHOE MOKITIOYEHUE K CETH.

44. HecaHKIIMOHUPOBAaHHBI OOMEH JAaHHBIMH.

45. bezonacnocte WWW, srekTpoHHOM MoYTHI, Java.



