MODULE II. INFORMATION TECHNOLOGY

UNIT 1. THE HISTORY OF THE COMPUTER
TECHNOLOGY.

TEXT 1. WHERE ARE WE IN THE HISTORY
OF THE COMPUTER TECHNOLOGY?

Vocabulary

large-scale [la:d3'skerl] adj. — kpymHOMacIITaOHBIH

sizeable ['sairzobl] adj. — 3HaUMTENBHBIN, CyIIECTBEHHBIH, KPYITHBIH

disrupt [dis'rapt] v. — Hapywmarth, pa3pywuTh, IOAOPBAThH

remained inaccessible [r1'mem 1ok sesob(o)l] — ocrtaBaThcs Hemoc-
TYTHBIM

eventually [1'venfu(a)l1] adv. — B uTore, B KOHIIE KOHITOB

consolidate [kon'splidit] v. — KOHCOMUAMPOBATH, OOBEIUHSITH, 3aKpe-
MUTHCA

drastically [ draestiklr] adv. — kopeHHBIM 00pa30M, KapIUHATHHO

enable [1'nerbl] v. — naBaTh BO3MOXXHOCTh, aKTUBHPOBATh, 33JICHCTBOBAThH

bespoke [br'spouk] n, adj. — cnenanHbIi Ha 3aKa3, CIIEUATBEHBINA

challenge [ 'f&lind3] n. — BI30B, IpoGiIeMa, TPYIHOCTS, 3a/1a4a

competition [kpmpr1 tifn] n. — copeBHOBaHMHE, KOHKYPC, KOHKYPEHLIHS

tough [taf] adj. — xecTkul, KpEKUA, CHITHHBIN

compatible [kom pztabl] adj. — coBMecTUMBIN,COUETACMBII

unbounded [An'baundid] adj.— HeorpaHWYEeHHBIH, O€3TPaHUIHBIN

market share [ ' ma:kit fes] — mons Ha peIHKE

connectivity [konek trviti] n. — cBsI3b, coelMHEHNE, BO3MOXHOCTh TIOJI-
KITFOUCHHUSI

concomitant [kon kpmitont] adj.— comyTcTBYOLIHIA, CONPOBOK AU

cost reduction [kost r1'dakfn] — cHWKeHHe 3aTpar, COKpalleHHe pac-
XO0JIOB

on devices [pn d1'vaisiz] — Ha yCTpOHCTBax, Ha MpuOOpax

proliferation [pralifo’re1fn] — pacmpocTpaneHue, pa3MHOKCHHE

be geared towards — ObITE OPHEHTHPOBAHHBIM Ha YTO-II.

incremental performance — Bo3pacTaroniasi mpoON3BOAUTEIIEHOCTE

function-specific structures — yHKIIMOHANBHBIE CTPYKTYPbI

in narrowly focused jobs — Ha y3KoHanpaBIeHHBIX padoTax
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1. Before you read:

a) What do you know about the history of computers?
b) How have computers changed since the beginning of the computer era?
¢) What are the most promising directions in IT sphere?

2. Look at the following international words, read them and guess
their meanings:

mechanical [mr keanikal] design [d1'zain]

vacuum [ vaekjvom] phenomenon [fi' nbminon]
commercial [ko'ms3:fal] operating [ pparertiy]
microprocessor [maikro(v) prousess] Amazon [ @mozon]
segment [ 'segmont] transaction [treen zak/n]
Motorola [mouta 'rouls] generate [ dzenorert]
standardized [ 'steendodaizd] incremental [mkra 'mentl]
era [ 'toro] structure [ 'strakyfs]
function [fagk|n] specific [spr sifik]

3. Read the text.

WHERE ARE WE IN THE HISTORY
OF THE COMPUTER TECHNOLOGY?

1940’s and 1950’s: First General-purpose computers

The ENIAC (Electronic Numerical Integrator And Computer) was the
first large-scale computer to run at electronic speed without being slowed by
any mechanical parts. The ENIAC used a record 18,000 vacuum tubes to
run and was rather sizeable, requiring 15-by-9-meters of space.

1950’s and 1960°s: Transistors

Transistors brought about smaller and more reliable computers that
disrupted the more expensive general-purpose computer. Decreased costs
and smaller space requirements brought about increased demand for
computers. However, the transistor computer remained inaccessible as it
was too expensive and large for general households, so demand was still
largely driven by firms.

The 1950s to ’60s, therefore, marked the start of the modern computer
industry which eventually consolidated around IBM.

1970’s and 1980°s: Microprocessor

Intel introduced the first commercial microprocessor — the Intel 4004 —
in 1971. Microprocessors drastically lowered the costs of producing
computers, enabling mass production of bespoke CPU systems. The
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microprocessor enabled the minicomputer, PC, laptop and eventually the
mobile phone, all of which challenged IBM’s larger transistor computers.

Due to first mover advantage with the Intel 4004 and 8008, Intel
controlled 100 % of the microprocessor market segment in the 1970s.
Motorola eventually introduced the 6800 in 1974, which begun the
microprocessor ‘wars’ between Intel and Motorola.

1980’s and 1990°s: The PC

The introduction of microprocessors brought about greater competition
within the hardware layer of computers. The largest hardware manufacturers
of this era were Intel, Zilog, Motorola, and MOS Tech. Competition became
even tougher when Japanese chips from Hitachi, NEC, Fujitsu, and Toshiba
came to market.

The mass production of computers brought about increased demand by
users for a common operating system (OS) that ran standardized software.
Most customers were drawn to the Windows platform as it had the largest
number of compatible applications. As a result, Microsoft’s operating
system was running on 97% of all computing devices by the late 90s.
Therefore, value in creating PCs transitioned up to the software layer, where
a new, near unbounded design space was enabled.

2000 to 2010: the Web

The introduction of Linux offered a free, open-source operating system,
and the Web (HTTP) enabled a free distribution network. Both Linux and
HTTP brought about some key shifts in the computing market. The major is
that computing consumption started shifting towards mobile — a phenomenon
that was largely missed by Microsoft. By 2012 Microsoft’s computing market
share had dropped to 20 %, and the Linux-based mobile operating system,
Android, controlled 85 % of the mobile computing market.

2010 to today: the Network and the Cloud

As connectivity improved, with concomitant cost reductions in
hardware, the running of applications and the storage of user data began
moving from on-device to the Cloud. Cloud is now a key focus of many of
the tech giants; evidenced through Google, Amazon and Microsoft’s
competing cloud solutions to users and enterprises. As a result, market
consolidation has happened around Facebook, Apple, Amazon, Netflix, and
Google (FAANG).

Apple, albeit, is different from other FAANG companies, as it
dominated as a result of the rapid proliferation of mobile technology. Apple
has locked developers into their platform via the App Store and takes a
30 % fee on any transaction.
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Lastly on the hardware front, intense competition continued. However,
it has been supposed that the next wave of hardware design will be geared
towards application or function-specific structures to generate incremental
performance improvements in narrowly focused jobs.

DEVELOPING ACADEMIC VOCABULARY

4. The following words are all from the text above. Find them in the
text:

reliable, inaccessible, proliferation, consolidation, enable

5. For each word, read the sentence it occurs in and answer the
questions:

a) Is the word positive, negative or neutral?

b) Is it a noun, adjective, adverb or verb?

c¢) Can you think of a word with a similar meaning (synonym) and one
with an opposite meaning (antonym)?

READING COMPREHENTION

6. Answer the questions:

1. How many vacuum tubes did the ENIAC use?

2. How large was this computer?

3. Why did transistors disrupt the more expensive general-purpose
computer?

4. Why did transistor computers remain inaccessible?

5. When was the first commercial microprocessor introduced?

6. Why did microprocessors enable mass production of bespoke CPU
systems?

7. What appeared due to microprocessors?

8. What were the largest hardware manufacturers in the 1980’s and
1990°s?

9. Why was a common operating system (OS) running standardized
software in increased demand?

10. What was the major key shift in the computing market in the
2000°s?

11. What is a key focus of the major tech giants?

12. Why is Apple different from FAANG companies?

13. What will the next wave of hardware design be focused on?
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7. Complete the sentences:

1. The ENIAC (Electronic Numerical Integrator And Computer) was the
first... .

2. The 1950s to *60s marked the start of ... .

3. Due to first ... , Intel controlled 100% of the microprocessor market
segment.

4. Competition became even tougher when... .

5. Most customers were drawn to the Windows platform ... .

6. Microsoft’s operating system was running on ... .

7. Computing consumption started shifting towards mobile ... .

8. As connectivity improved, ... , the running of applications and the
storage of user data began moving ... .

9. Apple has locked developers into their platform... .

10. It is supposed that the next wave of hardware design... .

8. Give the English equivalents of the following words and word
combinations:

BBITh OCTaTOYHO KPYIMHBIM, YHHUBEPCAIBHBIH KOMIIBIOTEP, OBITOBBHIC
notpedurenu, 3akpenuthes 32 IBM, cucremsr L1 Ha 3aka3, MOBBIIICHHBIH
CIIPOC, 00ECTICUNTh HEOTPAHMYCHHOE MPOCTPAHCTBO ISl MMPOCKTUPOBAHUSA,
OTIepallMOHHAS] CUCTEMA C OTKPBITHIM UCXOIHBIM KOJIOM, BaYKHBIC ITEPEMEHBI
Ha pHIHKE BBIYHCIUTEIHHONW TEXHHKH, COIYTCTBYIOIEe CHIDKEHHE 3aTparT,
OBICTPOE pacmpocTpaHEHHE MOOWIBHBIX TEXHOJOTHH, MOCTEIICHHOE YIIyd-
[IEHHE TPOU3BOAUTEIBHOCTH, OBITh OPUEHTUPOBAHHBIMHU HA YTO-II.

9. Make your own sentences with the words and phrases:

To run at speed, to mark the start of, to transition up to, unbounded, to
drop to, intense competition, to dominate.

10. Explain the meaning of the following words and phrases in
English:

To enable, sizeable, drastically, compatible, decreased costs, segment,
phenomenon, to improve.

11. Translate into English:

1. Oxono cra mATHAECATH JET Haza] NPEANpPUATHS MOTHOCTBIO OTIH-
YaJIUCh OT IPEAIPUITUI COBPEMEHHOU IIOXH.

2. B To Bpems nroau paboTaliy IpH CBeYax, BHINOIHSISA MaTeMaTHUECKUE
BBIYHCIICHUS Ha Oymare.
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3. Tenepr OGonblias 4acTh ITUBUIN30BAHHOTO MHUpa HE 3HAET, YTO Jie-
naTh 6e3 TEXHOJIOTHil.

4. TpyIHO MOBEPHTH, YTO JIIOAH CMOTYT BBEDKUTH 0€3 THX MEepeIOBBIX
HWHCTPYMEHTOB, KOTOpPBIE Mbl IPHHAMAEM KaK JOJDKHOE KaXK/blii A€Hb.

5. JloctkeHust B 00JaCTH KOMMYHHUKAIIMM B COYETAHWHU C Pa3BUTHEM
UT-namycTpun MO3BONMIIM JIIOASIM BECTH OM3HEC IO BCEMY MHUPY B PEKHME
pPEeaIbHOTO BpEMEHH.

6. Cnextp UT oxBaTeiBacT MHOTHE TpohecCHOHATIbHBIE 00JIaCcTH, TaKHE
KaK WH(POPMALUOHHBIE CUCTEMbI YIPaBIICHHS, KOMIIBIOTEpHBIE CETH U Pa3-
paboTKa IpOTrpaMMHOTO 00ECTICUSHHSI.

7. Bpauu nenarT CHUMKU C TIOMOIIBIO TAaKUX alllapaToB, KaK KOMITBIO-
TepHas akcuaibHas Tomorpadus (CAT) wmnm MarHUTHO-pE30HAHCHAs TO-
morpagus (MRI).

8. Ceiiuac BO3MOKHO pacriedyaraTb TpeXMEpHbIE N300pa)KeHHs1 KOCTEH,
MBIIII] ¥ OPTaHOB.

9. C KaXabpIM JHEM TMOSIBIAETCS BCE OOJBIIE HOBBIX TEXHOJOTHH, H
COTPYIHUKH, paboTarouiye B chepe HHPOPMAITMOHHBIX TEXHOIOTHMA, JOIK-
HBI TIOCTOSTHHO TIEPeyInBaTHCS.

10. 910 nmemaer UT-orpacns odeHb TpeOOBATEIHHOH, MOCKOJIBKY OHA
IIOCTOSTHHO Pa3BUBAETCS U COBEPIIIEHCTBYETCSI.

11. IIpouecc yaydiieHUss — BOT YTO JeJIa€T JTOT acIeKT >KEeJIaHHBIM
TIPaKTUYIECKH IS JII000T0 OM3HECa.

12. lnsa Bcex, kto pabotaer B UT-cepe, odueHb BakHO Bcerma OBITH B
Kypce BCeX HOBBIX TEXHOJIOTHH, CBA3aHHBIX C HX OTPACIbIO.

13. Ceromas UT — 3T0 0CHOBa IpakTHYECKH JIFOOOTO OM3Heca, obecIre-
YUBAIOIIAs €0 KOHKYPEHTOCITIOCOOHOCTE M 3(P(PEKTHBHOCTS.

12. Read the text. Fill in the gaps in the sentences numbered 1-6
with the corresponding forms of words printed in capital letters to the
right of each sentence.

The Internet — a Blessing or a Curse?
1. We live in the age of information technology and

the Internet is a unique , which has INVENT
influenced all areas of our lives.
2.Yet some people are about the CERTAIN

importance of the Web. Is it a blessing or a curse?

3. One the one hand, with the Internet, it is now
possible to communicate with people all over EASY
the world.
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4. In addition, the Internet is very useful, because it

makes the world of facts and knowledge to ACCESS
everyone.

5. However, a huge amount of information on the
Internet is also one of its . This diversity WEAK

makes it difficult to find the type of information you
want.
6. Moreover, the Internet can become DANGER
for our society, because of cybercriminals. The
information wars of the future may be fought on Web
sites.

13. Give the correct form of the words in brackets:

1. Some people are not aware of their computer (addict).

2. Video games are (harm) to the eyes.

3. The NASA is doing (science) research to see if there is life on Mars.
NASA Internet Speed is about 13,000 times (fast) than what the current
speed you have is.

4. The WiFi is (access) to all rooms in the hotel.

5. The device also can be provided with a screen, base (protect) shield
and a remote control unit.

6. Movie piracy is the act of (legal) copying a movie onto another
format and distributing it.

14. Do the Computer Vocabulary Quiz:

1. A computer program is a piece of

a) hardware

b) underwear

c) software

2. Devices that are connected to computers, such as printers, scanners
and modems, are called

a) peripherals

b) formats

c) apps

3. What do we call a specific computer record containing data or a small
program?

a) a file

b) a format

¢) an icon
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4. What do we call the part of a computer that stores programs and
information?

a) the hotspot

b) the hard disk

¢) the notebook

5. What do we call a program for exploring the Web and viewing
websites?

a) a driver

b) a browser

) a scanner

6. To open a particular folder, file or app, you just have to click on its

a) pixel

b) icon

c) font

7.RAM, ROM and cache are different types of that
computers can use.

a) Wi-Fi

b) file

¢) memory

8. Which allows wireless data communication?

a) a USB flash drive

b) a Bluetooth connection

¢) an anti-virus app

9. What do people go to public hotspots for?

a) Internet access

b) software bugs

c) free viruses

10. A computer's is called its heart or "brains" because it's
where data is processed.

a) RAM

b) USB

c) CPU

LISTENING

15. a). Watch the video “The Evolution Of The Mouse | Modern
World Inventions” https://youtu.be/arMesDIVmL0?t=10. Find out the
answers to the following questions:
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1. What is a constant companion for most of the people who work on
computers?

2. What is considered to be the first developer of the mouse?

3. What was the mouse developed for?

4. Who conceived of the first prototype?

5. Why can a computer mouse be soul-sucking and cause the mouse
rage syndrome?

6. What was the name of the early mouse’s version?

7. Which popularity did it rival?

8. What can we use instead of a mouse for information input and
output?

9. What kind of device was supposed to be introduced by Douglas
Engelbart as an option to the mouse?

10. How are these dates related to the history of the mouse:

1952 ,

1963 ,

1984 ?

b) Watch the video again and complete the abstract with missing
words and phrases:

It’s the most essential of all the and it looks the cutest.
Yes, the mouse! Did you know that this little thing was
originally developed by the ? Its initial models look like an

from faraway space but they resulted in a huge leap in the

aspect which they wouldn’t deny, won’t you? Since then

several versions of it has hit the market but the function
remains essentially the same making your life much easier than you think it
does. However, you might be taking your frustrations out on your mouse

against the desk, launching at the wall... Now can you
without it? Yes, maybe with the and
pads. But remember these are just mere of the mouse.

16. a). Watch the video “What is IT/OT Convergence and Why is it
Important?” https://youtu.be/WTPv3tzXIRg?t=7. Find out the answers
to the following questions:

1. What is IT/OT convergence?

2. What are IT and OT systems used for?

3. What does converging IT and OT enable?
4. What benefits does it provide?

5. What spheres is it mostly used in?
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6. What does it enable in the oil and gas industry?
7. What does it enable in the the medical realm?
8. How many main types of IT/OT convergence exist?
9. Can you name them? What do they deal with?
b) Watch the video again and complete the abstract with missing
words and phrases:
IT/OT convergence is the integration of information technology (IT)
systems with operational technology (OT) systems. IT systems are used for
computing; OT systems are for monitoring and controlling
. The idea of converging IT and OT came with industry 4.0 a
small industrial movement to integrate , communication and
. IT/OT convergence intends to close gaps and
provide complete news of every operation and how it is performing. Some
experts say that IT/OT convergence, but rather required for innovation, but
it will take effort and training to it correctly. Dig deeper on
IT/OT convergence challenges and training by clicking a link above or in
the description below. Converging IT and OT enables more direct control
and complete monitoring of complex systems from in the
world. With it, workers can do their more and
decision making improves as organizations have access to real time data
insights. IT/OT convergence brings benefits that separate IT and OT can not
provide such as: less siloed IT and OT departments which must share their
areas of expertise; reduced development and support costs, in part
due to predictive maintenance enabled by IOT devices; faster time to market
for converge technology; improved with regulatory standards;
improved and visibility into distributed OT; more efficient
energy and resource usage and more efficient asset management.

SPEAKING

17. Speak about the Internet in our life. Use the following questions
as a plan:

Do computers save time or do they just make us waste more time?

1. Do you use the Internet?

2. What Internet services do you use?

3. Do you feel any addiction to the Internet?

4. How much do you spend on the Internet a month?

5. How did the Internet influence such things as communication,
correspondence, access to information?

6. Do you think that the Internet is the good or the evil?
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18. Prepare dialogues using questions from ex. 17.
19. Make a plan of the text.

20. Speak about the history of computer technology. Search the
Internet if necessary. Add some more details to the information in the
text (ex.3).

UNIT 2. CYBERCRIME AND PREVENTIVE TIPS

TEXT 1. TOP 5 TYPES OF CYBERCRIMES
Vocabulary

phishing scams [ 'fifin skeemz] n — UIIUHT-MOINIEHHNYIECTBO
disseminate [d1'seminert] v — pacripocTpaHsTh

trending and booming mode — MOHBIN ¥ MPOLBETAIONIHIA CITOCOO
preventive [pr1 ventrv] adj. — mpodUIaKTHIECKUNA TTPEAYTPEAUTEITHHBIHN
earning ['3:nig] n — 3apaboOTOK M TOXOJ M

illegal [1'li:gol] adj. — He3aKOHHBIN HeNeTaTLHBIN

associate with [o'soufiit wi0] v — accommupoBaThCs

encompass [In'kampas] v — 0XBaThIBaTh BKIIOYATh

permission [pa'mifn] n — pa3penieHue

malicious [mo'lifos] adj. — 3moHaMepeHHBIN BPEAOHOCHBIH
penetration [pent treifn] n — IPOHUKHOBEHUE, BTOPIKEHHE
trustworthy entity — opranuzarus, 3acIy>KUBaIoIIast JOBEPUS
pretend [pr1'tend] v — IpUTBOPATECS JenaTh BUA

lead to v — mpuBecTH K 4.-T100

disrupt [d1s rapt] v — cppIBaTh HApyIIaTh

ransomware n — IporpaMmma-BeIMOTaTeNb , IPOrpaMMa-IaHTaXUCT
malware [ ' malweor] n — BpemoHOCHas mporpamMma

spyware [ 'spatowear| n — IIMHOHCKAs IMporpaMmMa

1. Look at the picture and answer the questions.

1. What is a cybercrime?

2. What types of cybercrime can you see? Can you name any other types
of it?

3. What is the income of people who earn money by computer crime?

4. Why do people earn money in this way?
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5. Can the problem be solved in our society? In what way?

ANNUAL REVENUES OF
CYBERCRIME MASTERMINDS

—&

ILLEGAL ONLINE
$ MARKETS

BILLION

DATA TRADING

CRIMEWARE-AS-A-SERVICE =

https://ifflab.org/top-5-types-of-cybercrimes-tips-for-cybercrime-prevention/

2. Read the text and choose the most suitable heading from list A-E
for each part of the article. There is one extra heading you don’t need
to use:

TOP 5 TYPES OF CYBERCRIMES

Cybercrimes Are Now a Booming Mode of Income
What is Cybercrime?

Prevention Tips

Types of Cybercrimes

The Rise of the Digital Era

SEASR S

The computer and the Internet have changed the way we go about our
routine lives, be it at home or at work.

WhatsApp messages and social media updates have replaced letters and
physical gatherings. Boardroom meetings are now conducted through video
conferences. Kids prefer learning from apps and laptops than books.

Yes, the Internet has made life simpler and more connected. But, as a
result, cybercrimes have also become an unavoidable part of our lives. So
much so that a cybercrime is now a trending and booming mode of income
for some!
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The least we can do it to educate ourselves and others about the
different types of cybercrimes so that we may take the necessary preventive
steps. Read on to find the list of cybercrimes that one must be wary of!

These statistics are shocking! Did you know that the individual earning
of crooks from different types of cybercrimes is 10-15% higher than other
traditional crimes? In fact, the highest earnings can go up to $167000 per
month while mid-level earners can make nearly $75000 per month! Some
cyber conmen rake in nearly half a million dollars in a year by simply
trafficking embezzled data!

So exactly what is cybercrime? And, how do we classify a crime as a
‘cybercrime’?

Technically, a cybercrime constitutes any illegal or criminal activity
involving a computing device and/or the internet. The term ‘cybercrime’ is
usually associated with crimes directly involving a computer or the
internet. Thus, a cybercrime encompasses any crime in which a computer
or information stored in it is the medium, object or target of offense.

Here’s the list of cybercrimes that have at times brought the most
prepared of all nations down to their knees.

1. Hacking

Hacking is the act of breaking into a computer without the user’s
knowledge or permission. Hackers are wusually skilled computer
programmers having an outstanding knowledge of computer and
programming languages. Malicious hackers are the ones who use their
knowledge with the wrong intentions.

There is another form of hacking which is LEGIT. This kind of ethical
hacking enables the hacker, also called a penetration tester, to assess the
loopholes and vulnerabilities in a network/system.

2. Phishing

Phishing scams involve the use of electronic communication to extract
sensitive information such as passwords, usernames, or financial details.

In a phishing scam, fraudsters disguise themselves as a trustworthy
entity and contact the victim through a phone call, email, text message or
social media. They often pretend to call from a bank, telephone company or
internet provider.
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Phishing scams often involve tricking the victim into clicking a
malicious link that leads to the installation of a malware.

3. Virus Attack

Virus attacks are probably one of the most familiar types of
cybercrimes. Viruses are nothing but computer programs that can disrupt
the computer system and the files in it either by modifying them or deleting
them altogether! Remember that unlike other types of cybercrimes,
computer viruses can be easily disseminated through the internet or a
removable device such as an infected CD-ROM or USB flash drive.

4. Malware

Almost everyone is familiar with a ‘malware’ after the infamous
‘WannaCry’ ransomware attack on networks across the globe. In the
simplest terms, malware = malicious + software. A malware is a software
created with the intent of causing damage or gain illegal access to a
computer/network. Malware includes everything from viruses and worms to
spyware and Trojan Horses.

DEVELOPING ACADEMIC VOCABULARY

3. The following words are all from the text above. Find them in the
text:

Sensitive vulnerability installation access disseminate

4. For each word, read the sentence it occurs in and answer the
questions:

a) Is the word positive, negative or neutral?

b) Is it a noun, adjective, adverb or verb?

¢) Can you think of a word with a similar meaning (synonym) and one
with an opposite meaning (antonym)?

READING COMPREHENTION

5. Answer the questions:

1. What are benefits and threats of the Internet?

2. What is a cybercrime?

3. Why are the statistics related to cybercrimes shocking?
4. What is a hacker?

5. What is LEGIT?
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6. What do phishing scams involve?

7. How do fraudsters disguise themselves?

8. How can viruses disrupt the computer system?
9. How are viruses disseminated?

10. What is a malware?

11. What does it include?

. Complete the sentences:

. WhatsApp messages and social media updates have replaced... .
. ....Is now a trending and booming mode of income for some!
. The least we can do it to educate ourselves and others... .
. Did you know that ... higher than other traditional crimes?
. The term ‘cybercrime’ is usually associated with... .
. ...who use their knowledge with the wrong intentions.
. This kind of ethical hacking enables the hacker, ...., to assess the
loopholes and vulnerabilities in a ... .
8. They often pretend to .... or internet provider.
9. Computer viruses can be easily disseminated ... .
10. A malware is a software created with the intent ... .

7. Match the phrases with their definitions:

NN DN bW —= &

1. Logic Bombs a) the crime of moving money that has been obtained
illegally through banks and other businesses to make it seem
as if the money has been obtained legally

2. Cyber Stalking b) it is the act of stealing information stored on corporate
databases, devices, and servers

3. Identity Theft c) it is a form of net abuse that sends large volumes of email
to an address to overflow the mailbox, overwhelm the server
where the email address is hosted

4. Cyber Bullying d) the use of the Internet or other electronic means to harass
an individual, group, or organization

5. Online Abuse e)a piece of code intentionally inserted into a software
system that will set off a malicious function when specified
conditions are met

6. Cyber Defamation | f) a type of cybercrime in which data is altered as it is entered
into a computer system, most often by a data entry clerk or a
computer virus

7. Data Diddling g) any type of harassment that happens on the internet, by
means of computers, tablets, mobile phones and other
internet-enabled devices
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8. Data Theft h) illegal copying of software, often using the Internet

9. Email Bombing |i) the activity of using the internet to harm or frighten another
person, especially by sending them unpleasant messages

10. Electronic j) the crime of using someone's personal information in order
Money Laundering | to pretend to be them and to get money or goods in their name

11. Software Piracy |k) it is not a specific criminal offense, misdemeanor or tort,
but rather slander conducted via digital media, usually
through the Internet

8. Unscramble the word combinations in italics to complete the
sentences. All of them refer to cybecrime types given in ex. 7 on the left.

1. Statistics show that millions of people are victims of tyediint thfte
each year.

2. In the past ten years, beryc bigunlyl has become increasingly common
among students.

3. Cyberbullying can take various forms, including threats, harassment,
cyber-stalking, and cebyr iaaemdontf.

4. In 2011, actress Patricia Arquette quit Facebook after alleged rybce
gnkalsti.

5. Examples of daat ddgidini are counterfeiting documents and ex-
changing valid computer tapes.

6. aEmli bmongbi is, a very common problem related to Spam that could
affect our security.

7. A ioclg mbsbo explodes either at a set time or when a specific
condition is met.

8. Children may feel that nenoil beasu intrudes into their life without
relief as technology is always "open".

9. There have also been concerns expressed regarding ncteirlcoe oeynm
unnilegdar and related issues such as tax evasion.

10. VMProtect is a new generation of ofrsawet cpiray protection.

11. Users of these services also need to be aware of fada thetf or viruses.

9. Give the English equivalents of the following words and word
combinations:

3acemaHue CoOBETa JUPEKTOPOB, OBICTPO PAa3BUBAIOIIMICS CIOCOO
MoJIydyeHus A0xXoJa, HpO(I)I/IHaKTI/I‘-ICCKI/IC MEpPBI, TOPTOBJISI NOXHUIICHHBIMU
JaHHBIMH, OXBAaTbIBaTb, IMOCTAaBUTH Ha KOJICHU, IUIOXUEC HAMCPCHHUA, YI3-
BUMOCTh CETH, 3aCIYy)KUBAIOIIas JOBEPHS OPraHU3alusi, PaclpOCTPaHATh,
CBEMHOE YCTPONCTBO, MPUINHUTH yIIIepo.
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10. Make your own sentences with the words and phrases:

An unavoidable part of our lives, to be wary of smth., per month, illegal
activity, to be associated with, target, permission.

11. Explain the meaning of the following words and phrases in
English:

Routine, gatherings, preventive, statistics, knowledge, enable.

12. Translate into English:

1. KubepnpectynHocTh — 3T0 j1100asi NpecTynHasl AeSITeNbHOCTh, B KO-
TOPOU UCTIOJIB3YETCS KOMIBIOTED, CETEBOE YCTPONCTBO UM CETh.

2. MHorue KuOEpIpecTyIUIEHHs] COBEPIUAIOTCS C LENbI0 MOJyYeHHS
JCHET.

3. HexoTopble M3 HHMX COBEpIIAIOTCS, 4YTOOBI BBIBECTH M3 CTpOL
KOMIIBIOTEPHYIO CHCTEMY.

4. lg 3TOTO JIOCTaTOYHO 3apa3uTh KOMIBIOTEPH OMIHMOKAMH HIIH
BPEAOHOCHBIMH ITPOrpaMMaMH.

5. KubeprpectyIieHueM MOXET SBISATbCA PACIPOCTPAHEHHUE HE3aKOH-
Holl nH(pOopMaIHU, H300paKeHUH 1 JPYTUX MaTEPUAIIOB.

6. HekoTopble KHOEpIPECTYTHUKHU AEHCTBYIOT CKOOPAUHUPOBAHHO.

7. KubepripecTymHUKH MOTYT HCIIONB30BaTh JHYHYIO HH(POPMALNIO
OTJEJIBHOTO JIUIIA WM KOPIIOPATUBHBIE JaHHbIE JUTS KPaXXH U TepernpoaaKu.

8.B cBi3M Cc TeM, YTO HMHTEPHET SBISIETCS HEOTHEMIIEMON YacThIO
HaIlel XKU3HH, B OyIyIIeM OXKHIAeTCsl pOCT OAOOHBIX MPECTYIUICHUH.

9. Autusupycnoe [10 obecnieunBaeT MakCUMaJIbHYIO CTETIEHb Oe3omac-
HOCTH.

10. AHTUBHpYCHBIE TPOTPaMMBbI MO3BOJISIOT TNPOBEPATH, BBISABIATH U
YCTpPaHATh OIACHOCTH O IPUYUHEHHS BpEaa.

TEXT 2. CYBERCRIME PREVENTION TIPS
THAT YOU MUST KEEP HANDY

Vocabulary

overview [ ouvavju:] n — 00630p

handy tips [ hendr tips] — mone3HsIe COBETHI

firewall [ fatowo:1] n — 6paraMaya3p, MekceTeBOM dKpaH
secure [s1'kjua] adj. — Oe30nacHbIi, HAACKHBIN
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malicious [mo'lifos] adj. — 3moHAMEpeHHBIN, BPETOHOCHBIN

encryption [m krip/n] n — mmdpoBanue, KogUpoBaHUE

sensitive data — koH(HUIECHITHATBHBIC JaHHBIC

back up, v — konmpoBatb

account settings [o'kaunt 'setiz] — HacTpoiiku akKayHTa

cautious [ 'ko:fss] adj. — ocToposxHbIi

redundant [r1'dandont] adj. — M30BITOYHBIN, U3TUIITHHHA

gateway [ 'geitwei]| n — BOpoTa, JOCTYII

cyber conmen — KuOep-MOILIEHHUKH

preliminary [pr1 limmnari] adj. — mpeaBapUTENbHBIN, TOATOTOBUTENHHBIN

disapprove [diso pru:v] v— HE 0100OPATH, OCYKIATh

provision [pra'vizen] n — 34. IOJOXXEHHE, YCIOBHE

treaty [ 'tri:tr] n — qoroBop, coryanieHne

police squad [po'li:s skwpd] — Hapsn monmunm

intercept data [ 'intasept 'deito] — mepexBaTUTh JaHHbBIC

felony [ 'feloni] n — yronoBHoe npectymieHue

bring steady justice — o0ecrneunTh YCTOHYHBOE MMPABOCYANE

forensic [fo rensik] adj. — cyneOHBIN, KpUMUHATUCTUYECKUAN

vigilant [ 'vidsilent] adj. — 6qurenbHbIN

alert [o'I3:t] adj. — HacTOpo>KEeHHBIH, BHUMATEIbHBIN, aBapUITHBIH

Incognito Forensic Foundation — ®@oun cynebnoi# sxcneptusbl MHKOT-
HUTO

sophisticated [so ' fistikertid] adj. — u3ompeHHBIH, CIOKHBINA

nasty [ na:sti] adj. — oTBpaTUTEIHHBIN, OTIACHBIN

state-of-the-art — 31. mociegHee cIOBO TEXHUKH, COBPEMEHHBIN

assist [9's1st] v — momoraTh, COACHCTBOBATh

law enforcement agencies [lo: m'fo:smant 'eidzonsiz] — mpaBooxpaHu-
TENLHBIE CTPYKTYPHI, OpraHbl IPaBOMOPSIIKA

investigation [mvestr geifn] n — paccienoBanue, caeICTBHE

incident response [ 'msidont r1s pons] — pearupoBaHue Ha HHIHICHTHI

1. Before you read:

1. What do you think of cybercrime? Is it a real threat to our society?
2. What advice would you give to be protected from this criminal activity?
3. What measures can we take to bring justice?

4. In what way should these criminals be punished?
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2. Read the text:

CYBERCRIME PREVENTION TIPS
THAT YOU MUST KEEP HANDY

The above sections gave you an overview of the different types of
cybercrimes. The following section shall give you some handy tips for
cybercrime prevention.

Use Strong Passwords

Avoid having the same password for different accounts. Always use
strong passwords that have a combination of alphabets, numbers and special
characters. Avoid writing them down or storing them in a place where they
can be ecasily discovered. It is a good practice to keep changing your
password on a regular basis.

Secure Your Computer, Laptops, and Smartphones

Activate the firewall on your computing devices as it offers the first
level of cyber defense against malicious attacks. Install an authentic anti-
virus and anti-malware software on your computer and smartphone. Also,
keep updating it at regular intervals. Install anti-spyware software and
regularly update it to protect your computer from malicious spyware.

Protect Sensitive Data

Use encryption for the sensitive files on your computer, laptop
or mobile that contain financial or personal details. Ensure that you back up
your important files and data at regular intervals and store them in a
different location.

Secure Your Social Media Accounts

Can’t do without your social media accounts? No worries! But, make
sure that all your social media profiles are set to private. Do not keep your
mobile or email ID visible to the public. Be cautious of what
information/photos you publish online.

Regular System Updates

Do not ignore system updates. Make it a habit to keep your operating
system and applications up-to-date. Do turn off auto updates to avoid
potential cyber attacks on redundant software/applications.

Secure Your WiFi Network

Remember that an open Wireless network is also a possible gateway for
hackers and cyber conmen. It is also possible to launch malware and virus
attacks through domestic WiFi networks if they aren’t secured
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properly. Additionally, you must exercise extra caution when connected to a
public hotspot or WiFi. Avoid engaging in financial transactions or
exchanging confidential data in such cases.

How Nations Worldwide Are Keeping Cybercrimes at Bay?

In 1996, representatives from Japan, Canada, and the United States
came together to draft a preliminary international treaty covering
cybercrimes. Some civil groups disapproved of the provisions in the treaty
that permitted internet service providers to record consumer transactions.
However, the treaty was a success and resulted in the International
Convention on Cybercrime in Budapest in 2001.

The International Convention of Cybercrime

Thirty countries, including South Africa, Japan, Canada, and the US
signed the Convention. For the first time, it authorized a global cyber
police squad to investigate cybercrime cases. They were thus authorized to
monitor network communications and record intercepted data across the
globe.

Eventually, 2002 witnessed the proposal of protocols covering racist
cybercrimes and cyber-terrorism. The United States classifies the
unauthorized use of a computer, data theft, and digital fraud as acts of
felony. Similarly, several laws have come into action in India too, for
bringing steady justice to victims of cybercrimes.

Incognito Forensic Foundation — For the Prevention & Investigation
of Cybercrime

Guess you will be more vigilant and alert on online platforms now that
you have the list of cybercrimes handy. However, cybercrimes are growing
nastier and more sophisticated by the day. Incognito Forensic Foundation
(IFF Lab) is a private digital and cyber forensics lab in Bangalore. It houses
a state-of-the-art laboratory and assists law enforcement agencies with the
investigation of various types of cybercrimes. IFF Lab also assists various
public and private organization in cybercrime prevention and incident
response.

DEVELOPING ACADEMIC VOCABULARY

3. The following words are all from the text above. Find them in the
text:

avoid disapprove enforcement treaty sophisticated
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4. For each word, read the sentence it occurs in and answer the
questions:

a) Is the word positive, negative or neutral?

b) Is it a noun, adjective, adverb or verb?

¢) Can you think of a word with a similar meaning (synonym) and one
with an opposite meaning (antonym)?

READING COMPREHENTION

5. Answer the questions:

1. How should you use your passwords to be protected from cybercrime?

2. Is it possible to guarantee security to computer or gadget?

3. How can you hide your sensitive data?

4. How can you protect your social media accounts?

5. Why should you keep your operating system and applications up-to-
date?

6. What should you avoid when you are connected to a public hotspot or
WiFi?

7. What kind of international treaty were representatives from Japan,
Canada, and the United States going to draft in 1996?

8. Was it a success? What did it result in?

9. How many countries signed the International Convention of
Cybercrime?

10. What was the attitude of the USA and India to cybercrimes at the
beginning of the 21* centure?

11. How did these countries react to data theft and digital fraud?

12. What does Incognito Forensic Foundation (IFF Lab) stand for?

6. Complete the sentences:

1. It is a good practice to keep...

2. Install anti-spyware software and regularly update it ....

3. ... your computer, laptop or mobile that contain financial or personal
details.

4. But, make sure that .... are set to private.

5. ..... potential cyber attacks on redundant software/applications.

6. Additionally, ... connected to a public hotspot or WiFi.

7.In 1996, ..... to draft a preliminary international treaty covering
cybercrimes.
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8. Thirty countries, including South Africa, ...... the Convention.
9. The United States classifies the unauthorized use of a computer,
10. Incognito Forensic Foundation (IFF Lab) is .....

7. Translate the words and word combinations into Russian:

Handy tips , felony, defense, malicious attacks, encryption, account
settings, redundant, to secure properly, engaging in financial transactions, a
preliminary treaty, intercepted data, law enforcement agencies, incident
response.

8. Give the English equivalents of the following words and word
combinations:

[IpenoTBpaTuTh KUOEPIPECTYIUICHNE, 3AIUTUTH OT BPEIOHOCHBIX IPOT-
paMM-IIIITHOHOB, TPEAOCTaBUTh Ha BceoOmee o0o3peHue, 0OMEHHUBATHCS
KOH(QUICHIIMATIBHBIMU JaHHBIMH, HE OJIOOPHUTH TOJOXKECHUS JIOTOBOPA,
YIOJIHOMOYHUTh, HECAHKIIMOHUPOBAHHOE HCIOJIb30BaHHE, HU(PPOBOE MO-
[ICHHUYECTBO, OTBPATUTEIIbHBIC M W30IIPEHHBIE, OBITh 00Jiee OAUTEIBHBIM,
pacciiefioBaHue KHOePIPECTYTIIICHHIA.

9. Make your own sentences with the words and phrases:
Malicious, disapprove, sensitive data, preliminary, felony, sophisticated.

10. Explain the meaning of the following words and phrases in
English:

To avoid, to discover, defense, to make sure, cautious, secure, to
engage, to permit.

11. Translate into English:

1. B coBpeMeHHOM IM(PPOBOM MUPE JIOAA OOMEHHBAIOT YAOOCTBO Ha
KOH(DHICHIINATHEHOCTD.

2.DT0 O3HayaeT, YTO OHU BCe OOJbIIEe W OOJbINE JeNATcs HWHPOp-
Marueit o ceoe.

3. bnaromapst 3ToMy KHOEPIPECTYITHUKU U XaKepbl 0€3 0COOBIX YCUIIHIA
3apabaThIBAIOT COTHH MUJLTHOHOB JIOJIJIAPOB KaXKBINA TO/.

4. OUIUHTOBBIE JJIEKTPOHHBIC MHUChMa HMUTHPYIOT COOOIICHHS OT
KOMIIAHHUH, KOTOPOH BbI IOBEPSIETE.

5. @UmUHTOBBIE COOOIIEHN 00OMAaHOM 3aCTaBISIOT JIFOACH OTKa3aThbCs
OT JINYHOW MH(OPMAIIMH WU MEPEHTH M0 BPEJOHOCHON CCBHUIKE.
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6. BpenonocHas ccelika 3arpysxaet BpefgonocHoe I10.

7. Kaxplil IeHb COBEPIIAIOTCS THICAYX (DUIIMHTOBBIX aTak.

8. 3HaHme, Kak oOecmeyuTh O€30MacHOCTh W OOy4eHue (UIINHTY,
[TOMOT'YT Balllell KOMITAHUH 3aIIIUTUTHCS OT (DUIIUHTOBBIX aTakK.

9.V BpemonocHoro [1O MoxeT OBITh HECKOJBKO IIeNICH: BIAaCTh, BIHS-
HUE, IEHbT Y, HHPOPMAIIHSL.

10. Pesynsrar Bpenonocuoro IIO — 310 Bcerga TpyIOEMKHE, HYacToO
JIOPOTOCTOSIIIME YCUIIHS IO BOCCTaHOBJICHUIO.

11. YcranaBnuBaiTe M TOCTOSSHHO OOHOBIISIHTE BBICOKOKAYECTBEHHYIO
AHTHBHUPYCHYIO IPOTPaMMy.

12. TlognenbHble BeO-CalThl OOBIYHO PACIPOCTPAHSIOTCS C ITOMOIIBIO
AJIEKTPOHHOTO IMHCHhMa CO CCHUIKOW Ha HE3aKOHHBIH Be0-CaiT.

13. UrHopupyiiTe 1 yJansiTe CCHUIKA Ha He3aKOHHBIE BeO-CalTHI.

LISTENING

12. a) Watch the video “Fighting Cybercrime”: A New Era of
Collaboration https://youtu.be/18 ntwqnA9w. Find out the answers to
the following questions:

1. Why should such organizations like Microsoft, government officials,
law enforcement, and other companies come together?

2. What was one of the biggest vulnerabilities these organizations had
before?

3. In what way is it possible to get the things off the ground when it
comes to cybercrime?

4. What company is at the core to solve cybercrime problems?

5. What does success mean?

b) Watch the video again and complete the abstract with missing
words and phrases:

The biggest thing about cybercriminals is they are moving very very

fast, they are getting more and more .......... more savvy, more ........... and
if they are gonna get better at what they do it’s going to take organizations
like Microsoft, ......... , law enforcement, and other companies to ..........
in new ways to understand what the ....... are doing, .......... them,
prosecute them and really hold them accountable in some new ways. For me
it is eye opening story so I think that for me it’s a new way of the ........... in

the context of the cybercrime discussion focusing on digital forensic
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.......... One of the biggest vulnerabilities we had before was we weren’t
talking to each other. .......... wasn’t talking among itself and we weren’t
talking to private industry. And that’s why it is so good that we have a good
........ , good outreach, because law enforcement cannot do this ourselves we
need to have everybody important.

SPEAKING

13. Discuss the questions about the role of the Internet in our life:

. How often do you use the Internet and what for?

. What’s the first thing you do when you go online?

. What type of information do you usually search for?

. How about music? Do you use the Internet to listen to music?
. Do you read books or magazines online?

. How many times a day do you use the Internet?

. Can you tell me what your favourite website is?

. Do you use social networks or chats? If yes, then what for?
9. Do you use online dictionaries?

10. Could you live a day without the Internet?

11. How many gadgets do you use in everyday life?

12. What is the most usable gadget for you?

13. Do gadgets take a lot of your time?

01N LN KW —

14. Speak about advantages and disadvantages of computers and
the Internet.

15. Discuss the questions on the topic “Technology in our Life”:

1. What do you think when you hear the word “Technology”?

2. You are stranded on a desert island. What would you wish you had
with you?

3. How has technology changed the workplace?

4. Has technology had any impact on education? In what way?

5. How has technology changed on medical care?

6. How has technology revolutionized transport?

7. Has technology ever let you down? (=disappointed you by not
working properly). What happened?

8. Does technology (or the use thereof) ever get on your nerves?
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9. How has technology improved our daily lives? Give examples and
explain the advantages of technological advances.

10. Is technological advance always for the better? Can you think of any
disadvantages of technology?

11. ‘Any sufficiently advanced technology is indistinguishable from
magic.” Do you agree? Give some examples.

12. What could never be replaced by technology? Explain why not?

13. ‘Modern technology owes ecology an apology.” What does this
mean? Do you agree?



APPENDIX

Inventions around us

>
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. refrigerator
. sewing machine
. laptop

. bicycle

. washing machine

O

. light bulb

. clock

. car

. radio O

. stove

1
2
3
4
5
é. airplane
7
8
9
0
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LYoy
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F2. telephone

. fan

. air conditioner

. television

.lamp
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